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Important User Information

Solid-state equipment has operational characteristics differing from those of electromechanical equipment. Safety
Guidelines for the Application, Installation and Maintenance of Solid State Controls (publication SGI-1.1 available from
your local Rockwell Automation sales office or online at http://www.rockwellautomation.com/literature/) describes some
important differences between solid-state equipment and hard-wired electromechanical devices. Because of this difference,
and also because of the wide variety of uses for solid-state equipment, all persons responsible for applying this equipment
must satisfy themselves that each intended application of this equipment is acceptable.

In no event will Rockwell Automation, Inc. be responsible or liable for indirect or consequential damages resulting from
the use or application of this equipment.

The examples and diagrams in this manual are included solely for illustrative purposes. Because of the many variables and
requirements associated with any particular installation, Rockwell Automation, Inc. cannot assume responsibility or
liability for actual use based on the examples and diagrams.

No patent liability is assumed by Rockwell Automation, Inc. with respect to use of information, circuits, equipment, or
software described in this manual.

Reproduction of the contents of this manual, in whole or in part, without written permission of Rockwell Automation,
Inc., is prohibited.

Throughout this manual, when necessary, we use notes to make you aware of safety considerations.

WARNING: Identifies information about practices or circumstances that can cause an explosion in a hazardous
environment, which may lead to personal injury or death, property damage, or economic |oss.

ATTENTION: Identifies information about practices or circumstances that can lead to personal injury or death,
property damage, or economic loss. Attentions help you identify a hazard, avoid a hazard, and recognize the
consequence

SHOCK HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that
dangerous voltage may be present.

BURN HAZARD: Labels may be on or inside the equipment, for example, a drive or motor, to alert people that
surfaces may reach dangerous temperatures.

> B>

IMPORTANT Identifies information that is critical for successful application and understanding of the product.

Allen-Bradley, CompactLogix, ControlLogix, DriveLogix, FactoryTalk View, FLEX I/O, FlexLogix, Logix5000, NetLinx, PanelBuilder, PanelView, PLC-5, POINT I/O, PowerFlex, PowerFlex 700S, Rockwell Automation,
RSLinx, RSLinx Classic, RSLogix 5000, RSView, RSView ME, SLC, SLC 500 and TechConnect are trademarks of Rockwell Automation, Inc.

Trademarks not belonging to Rockwell Automation are property of their respective companies.


http://literature.rockwellautomation.com/idc/groups/literature/documents/in/sgi-in001_-en-p.pdf
http://www.rockwellautomation.com/literature/

Summary of Changes

|ntroduction This release of this document contains new and updated information. To find
new and updated information, look for change bars, as shown next to this
paragraph.
Updated Information The document contains these changes.
Topic Page/Publication
Updated EtherNet/IP Qverview section 1
Updated Configure a Supervisor on a Device- 33

level Ring Network section

Removed these sections:

e EtherNet/IP Network Specifications Ethernet Design Considerations Reference

e FtherNet/IP Network Connections Manual, publication ENET-RMO001

e EtherNet/IP Network Overview
Monitor Diagnostics EtherNet/IP Modules Installation Instructions,
Troubleshoot an EtherNet/IP Module publication ENET-IN002

USB Serial Communication
Status Indicators
Fiber Cable and LC Connector

e Configure Stratix Switches These Stratix switch publications:

e Stratix 8000 and 8300 Stratix Ethernet Managed
Switches Installation Instructions, publication
1783-IN005

e Stratix 8000 and 8300 Ethernet Managed
Switches User Manual, publication 1783-
UMO003

e Stratix 6000 Ethernet Managed Switches
Installation Instructions, publication 1783-IN004

e Stratix 6000 Ethernet Managed Switch User
Manual, publication 1783-UM001

e Stratix 2000 Ethernet Unmanaged Switch
Installation Instructions, publication 1783-IN0O1

For more information about publications that assist you when you use the
products described in this publication, see Additional Resources on page 9.

Additional less significant changes have been made throughout the document.

Change bars mark all changes.

Rockwell Automation Publication ENET-UMO001J-EN-P - May 2011 3


http://literature.rockwellautomation.com/idc/groups/literature/documents/in/1783-in005_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/in/1783-in004_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/in/1783-in001_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/um/1783-um001_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/um/1783-um003_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/um/1783-um003_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/in/enet-in002_-en-p.pdf
http://literature.rockwellautomation.com/idc/groups/literature/documents/rm/enet-rm001_-en-p.pdf

Summary of Changes

Notes:
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Preface

Additional Resources

This manual describes how you can use EtherNet/IP communication modules
with your Logix5000 controller and communicate with various devices on the

Ethernet network.

Use this manual if you program applications that use EtherNet/IP networks with

these Logix5000 controllers:
* CompactLogix controller
* ControlLogix controller

* SoftLogix controller

Be sure to understand these concepts and tools:
* Use of networking
* RSLogix 5000 software

¢ RSLinx Classic software

For more information on the products described in this publication, use these

resources.

Resource

Description

EtherNet/IP Communication

Modules Installation Instructions,

publication ENET-IN002

Provides information about how to complete these tasks with
EtherNet/IP communication modules in a Logix5000 control
system:

e |Install the module
e Configure initial application setup

e Troubleshoot application anomalies related to EtherNet/IP
communication module use

Ethernet Design Considerations
Reference Manual, publication
ENET-RM001

e (Overview

Network Layout and Components
e Network Infrastructure Devices
e Network Infrastructure Features
e Protocol

EtherNet/IP Embedded Switch
Technology Application Guide,
publication ENET-APQ05

Provides details about how to install, configure, and maintain
linear and Device-level Ring (DLR) networks by using Rockwell
Automation EtherNet/IP devices equipped with embedded
switch technology.

EtherNet/IP Media Planning and
Installation Manual

Provides details about how to use the required media
components and how to plan for, install, verify, troubleshoot,
and certify your EtherNet/IP network.

This manual is available from the Open DeviceNet Vendor

Association (ODVA) at: http://www.odva.org.

|
Provides explanation of the following Ethernet concepts: |
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Notes:
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Chapter 1

EtherNet/IP Communication
Modules in a Control
System

EtherNet/IP Overview

EtherNet/IP networks are communication networks that offer a comprehensive
suite of messages and services for many automation applications.

These are examples of applications that use EtherNet/IP networks:
¢ Real Time Control
* Time Synchronization

* Motion
This open network standard uses off-the-shelf Ethernet communication products
to support real-time I/O messaging, information exchange, and general
messaging.
EtherNet/IP networks also support CIP Safety, making the simultaneous

transmission of safety and standard control data and diagnostics information over
a common network possible.

Depending on the type, Rockwell Automation EtherNet/IP communication
modules provide some of this functionality:

* Support for messaging, produced/consumed tags, and distributed I/O
* Encapsulate messages within standard TCP/UDP/IP protocol

* Share a common application layer with ControlNet and DeviceNet
network protocols

* Interface via RJ45, category 5, unshielded, twisted-pair cable connectors
¢ Fiber connectors
¢ Support for half/full duplex 10 Mbps or 100 Mbps operation

* No network scheduling or routing table requirements

Rockwell Automation Publication ENET-UMO001J-EN-P - May 2011 1"



Chapter 1 EtherNet/IP Overview
This diagram shows how Rockwell Automation EtherNet/IP communication
modules fit into a control system.
Figure 1 - EtherNet/IP Communication Modules in a Control Systems
Distributed 1/0
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and taps in a DLR
network, see Configure a
Supervisor on a Device-
level Ring Network on
page 33.
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In this example, these actions can occur over the EtherNet/IP network:

Controllers produce and consume tags.

Rockwell Automation Publication ENET-UMO001J-EN-P - May 2011

Controllers initiate MSG instructions that send and receive data or
configure devices.

Workstations upload or download projects to the controllers.



Chapter 2

Configure a Workstation to Operate on an
EtherNet/IP Network

This chapter describes how to configure a workstation to operate on an
EtherNet/IP network.

You must configure an Ethernet communication driver in RSLinx software for
the workstation.

A workstation needs the driver to perform these tasks:

* Upload and download RSLogix 5000 software project information to
controllers over an EtherNet/IP network.

* Configure EtherNet/IP network parameters for devices via RSNetWorx
for EtherNet/IP software.

* Collect controller data for electronic operator interfaces, for example,
PanelView Plus terminals, and visualization software, for example,

FactoryTalk View software.

You can choose either of these Ethernet drivers:
« AB_ETHIP
e« AB ETH

Before you add a new driver, confirm these conditions exist:
* Workstation is properly connected to the EtherNet/IP network

* IP address and other network parameters are correctly configured for the
workstation

Rockwell Automation Publication ENET-UMO001J-EN-P - May 2011 13



Chapter2  Configure a Workstation to Operate on an EtherNet/IP Network

Co nﬁgure the Ethernet To configure the EtherNet/IP driver, follow these steps.

Communication Driver in
RSLinx Software

1. From the Communications menu, choose Configure Drivers.

File Edit View Qe g Stakion DDE/CPC  Security  Window Help
RSWho ‘

Configure Client Applications...
Configure CIP Options...
Configure Gateway,..

Driver Diagnostics. ..
CIP Diagnostics. ..
Gateway Diagnostics, ..

The Configure Drivers dialog box appears.

2. From the Available Driver Types pull-down menu, choose EtherNet/IP
Driver or Ethernet devices and click Add New.

Configure Drivers

—dwailable Driver Types:

Cloze
Etheret/IP Diiver =] Add New... | [ Ce ]
 [T7840ZDHF for DH= devices Hep |

R5-232 DF1 devices
— [ Ethernet devices
Ethertdet/IP Diriver

1784-PETHD)/PCME for DH+/DH-485 devices | Status 1]
DF1 Palling Master Driver 2 Confiqure...
17B4-PCE for Control st devioss Eﬂﬂﬂ:ﬂg 2
1784-PCICIS] for ContralM et devices i
1747-PIC / AIC+ Driver i Startup...
DF1 Slave Driver R
DH485 LIC devices Start
“irtual Backplane [SoftLogixh8xx, LISE]

DeviceMet Drivers (1784-PCD/PCIDS AF70-KFD . SDMPT drivers)
PLC-5 (DH+) Ermulatar driver Stop
SLC 500 [DH485) Emulator driver
SmartGuard USE Driver Delete
Remote Devices via Link Gateway

ddid

The Add New RSLinx Driver dialog box appears.
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Configure a Workstation to Operate on an EtherNet/IP Network

Chapter 2

3. Type a name for the new driver and click OK.

Add New RSLinx Classic Driver

Cancel

[AB_ETHIP-1

x|
Choose a name for the new driver. oK
[15 characters maximunn] -

The Configure driver dialog box appears.
4. Click Browse Local Subnet.
5. Click OK to close the dialog box.

Ethertet/IP Settings |

& Browse Local Subnet " Browse Femote Subnat

Configure driver: AB_ETHIP-1

2]%]

Description

| IP Address

aulk

ital Metwork. Adapter For SecureClient - Teefer2 Miniport  10.91.162.190

Intel[R] /iFi Link 5100 AGN - Teefer2 Miniport 0007
Ok I Cancel Apply Help

This new driver is available.

Configure Drivers

Available Driver Types:

]Ethemets’IP Drriver

Configured Drivers:

Mapreand Desciption
BB_ETHIP-1 4B Ethemet RUNMING
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Chapter2  Configure a Workstation to Operate on an EtherNet/IP Network

Notes:
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Chapter 3

Configure an EtherNet/IP Communication
Module to Operate on the Network

Introduction This chapter describes how to configure an EtherNet/IP communication module
to operate on an EtherNet/IP network.

Topic Page
Determine Network Parameters 17
Set the Network IP Address on a Module 18
Duplicate IP Address Detection 29
IP Address Swapping 30
DNS Addressing 31
Use EtherNet/IP Communication Modules in a Logix5000 Controller 32
Application
Determine Network To operate an EtherNet/IP network, you must define these parameters.
Parameters

EtherNet/IP Network Parameter Description

IP address The IP address uniquely identifies the module. The IP address is in the form xxx.xx.xxx.xxx where
each xxx is a number from 000...254.

There are some reserved values that you cannot use as the first octet in the address. These
numbers are examples of values you cannot use:

® 007 XXX.XXX.XXX

® 127 XXXXXX.XXX

® 22310 255 XXX.XXX.XXX

The specific reserved values that cannot be used vary according the conditions of each application.
The previous values are only examples of reserved values.

Subnet mask Subnet addressing is an extension of the IP address scheme that allows a site to use a single
network ID for multiple physical networks. Routing outside of the site continues by dividing the IP
address into a net ID and a host ID via the class. Inside a site, the subnet mask is used to redivide
the IP address into a custom network ID portion and host ID portion. This field is set to 0.0.0.0 by
default.

If you change the subnet mask of an already-configured module, you must cycle power to the
module for the change to take effect.

Gateway A gateway connects individual physical networks into a system of networks. When a node needs to
communicate with a node on another network, a gateway transfers the data between the two
networks. This field is set to 0.0.0.0 by default.
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Chapter3  Configure an EtherNet/IP Communication Module to Operate on the Network

If you use DNS addressing, or reference the module via host name in MSG
instructions, define these parameters.

Table 1 - EtherNet/IP Network Parameters for DNS Addressing

EtherNet/IP Network Parameter

Description

Host name A host name is part of a text address that identifies the host for a module. The full text address of a module is
host_name.domain_name.
Domain name A domain name is part of a text address that identifies the domain in which the module resides. The full text

address of a module is host_name.domain_name. The domain name has a 48-character limit.

If you specify a DNS server, you must type a domain name. Also, if you send email from the module, some mail
relay servers require a domain name during the initial handshake of the SMTP session.

Primary DNS server address

Secondary DNS server address

This identifies any DNS servers used in the network. You must have a DNS server configured if you specified a
domain name or a host name in the module’s configuration. The DNS server converts the domain name or host
name to an IP address that can be used by the network.

For more information on DNS addressing, see page 31.

Check with your Ethernet network administrator to determine if you need to
specify these parameters.

Set the Network IP Address Decpending on the EtherNet/IP communication module, you can use some or all

on a Module

18

of these tools to set the network Internet Protocol (IP) address:

* Rotary switches - Switches are physical parts on the module. Remember
the following as you read this chapter:

— Some EtherNet/IP communication modules use thumbwheel switches.
that function similarly to rotary switches. This chapter uses the term
rotary switches to describe both switch types.

— Some EtherNet/IP communication modules do not have rotary
switches. If your module does not have switches, skip Set the Network
IP Address with the Rotary Switches on page 20 and go to Set the
Network IP Address with the BOOTP/DHCP Server on page 21.

— 1783-ETAPx EtherNet/IP taps use DIP switches to set the network IP
address. For more information on how to use the DIP switches, see the
publications for those products.

* Bootstrap Protocol (BOOTP)/Dynamic Host Configuration Protocol
(DHCP) server

¢ RSLinx Classic software
* RSLogix 5000 software

The module uses these tools sequentially to set the IP address.
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Configure an EtherNet/IP Communication Module to Operate on the Network ~ Chapter 3

EtherNet/IP communication modules are shipped with this configuration:
¢ BOOTP/DHCP enabled
* Rotary switches set to 999 - when applicable

This graphic shows the process used to set your module’s IP address.

Figure 2 - How Your Module’s IP Address is Set

Module Powerup

No Switches Yes
set from
001...254?

Is DHCP or
BOOTP
enabled?

No Yes

Module uses IP Module requests
address stored in address from DHCP/
nonvolatile memory. BOOTP server.

Module has an
IP address.

If you need to reset your module’s settings to its factory default settings during
normal module operation, Reset the Module IP Address to Factory Default Value

on page 29.

The tools are used in this sequence to set the network IP address:

1. Set the Network IP Address with the Rotary Switches
2. Set the Network IP Address with the BOOTP/DHCP Server
3. Set the Network IP Address with RSLinx or RSLogix S000 Software
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Chapter3  Configure an EtherNet/IP Communication Module to Operate on the Network

Set the Network IP Address with the Rotary Switches

This graphic shows the rotary switches on a 1756 EtherNet/IP communication
module. The switches are on the top of the module.

Frontof ———p
Module

Rotary Switches

At powerup, the module reads the rotary switches to determine if they are set to a
valid number for the last portion of the IP address. Valid numbers range from

001...254.

If the settings are a valid number, these conditions result:
* IP address = 192.168.1.xxx (where xxx represents the switch settings)
* Subnet mask = 255.255.255.0
* Gateway address = 0.0.0.0

* The module does not have a host name assigned, nor does it use any
Domain Name System

We recommend that you set the rotary switches to a valid number before
installing the module.

If cither of these conditions exist, the module attempts to use the BOOTP/
DHCP server to set the IP address:

* Rotary switches are not set to a valid number

* Module does not have rotary switches

For more information on using the BOOTP/DHCP server to set the IP address,
see page21.
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Configure an EtherNet/IP Communication Module to Operate on the Network ~ Chapter 3

Set the Network IP Address with the BOOTP/DHCP Server

The BOOTP/DHCP server is a standalone server you can use to set an IP
address. When used, the BOOTP/DHCP server sets an IP address and other
Transport Control Protocol (TCP) parameters.

You can use the BOOTP/DHCP server to set the module’s IP address if one of

these conditions exists at powerup:

* The module’s rotary switches are not set to a number and the module is

BOOTP/DHCP enabled.

* The module does not have rotary switches and the module is BOOTP/
DHCP enabled.

Access the BOOTP/DHCP server from one of these locations:
* Programs > Rockwell Software > BOOTP-DHCP Server

If you have not installed the server, you can download and install it from
http://www.ab.com/networks/ethernet/bootp.html.

* Tools directory on the RSLogix 5000 software installation CD

IMPORTANT Before you start the BOOTP/DHCP server, make sure you have the
module’s hardware (MAC) address. The hardware address ison a
sticker on the side of the communication module and uses an
address in a format similar to the following:

00-00-BC-14-55-35

To set the module’s IP address with a BOOTP/DHCP server, follow these steps.

1. Start the BOOTP/DHCP software.

2. From the Tools menu, choose Network Settings.

#§ BOOTP/DHCP Server 2.3

File | Toolz Help

Network Settings j. |

Ret s
Request History % ||
= Relation List [ -
L = = =11
35229 DHCF  00:26]
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Configure an EtherNet/IP Communication Module to Operate on the Network

22

Type the Subnet Mask of the network.

Metwork Settings EJ

Subnet Mask: | 255 .

Primary DNS | o .0 .0 .0

SecondaryDNS:] 0 .0 .0 .0

Daomain Name: |

Cancel

The Gateway address, Primary and/or Secondary DNS address, and

Domain Name fields are optional.

Click OK.

The Request History panel appears with the hardware addresses of all

modules issuing BOOTP requests.

Select the appropriate module.

i3 BOOTP/DHCP Server, 2.3
File Tools Help

Request Histary
Clear History Add to Felation List

Type
BOOTP

Click Add to Relation List.

5 BOOTP/DHCP Server, 2.3
File Tools Help

Request Histom
Clear Hiztory Add to Relation Li$N|

b

[hr:mirsec) Type Etherret Address [MALC

4 Faee [ AT =¥ |

The New Entry dialog box appears.

Type an IP Address, Hostname, and Description for the module.

Ethemet Address [MACE  |00:00:BC:2E:69:F6

IP Address:

Hostrname:

Description:

. Click OK.
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9. To permanently assign this configuration to the module, wait for the
module to appear in the Relation List panel and select it.

10. Click Disable BOOTP/DHCP.

Relation List
New | Delete ‘ Enable EOOTF ‘ Enable DHEF‘| Disable BIOTR/DHCP
Ly

Ethermet Address [MAC) | Type | IP Address | Hostnarme | D
00:00:BC:2E:63:FE BOOTP  10.88.95.100

When power is recycled, the module uses the assigned configuration and

does not issue a BOOTP request.

IMPORTANT [f you do not click Disable BOOTP/DHCP. on a power cycle, the
host controller clears the current IP configuration and begins
sending BOOTP requests again.

Use DHCP Software

Dynamic Host Configuration Protocol (DHCP) software automatically assigns
IP addresses to client stations logging onto a TCP/IP network. DHCP is based
on BOOTP and maintains some backward compatibility. The main difference is
that BOOTP allows for manual configuration (static), while DHCP allows for
both static and dynamic allocation of network addresses and configurations to
newly attached modules.

Be cautious when using DHCP software to configure a module. A BOOTP
client, such as the EtherNet/IP communication modules, can start from a DHCP
server only if the DHCP server is specifically written to also handle BOOTP
queries. This is specific to the DHCP software package used. Consult your
system administrator to see if a DHCP package supports BOOTP commands
and manual IP allocation.

ATTENTION: The EtherNet/IP communication module must be assigned
A a fixed network address. The IP address of this module must not be

dynamically provided.

Failure to observe this precaution may result in unintended machine motion

or loss of process control.
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Set the Network IP Address with RSLinx or
RSLogix 5000 Software

This table describes when to set the network IP address with RSLinx or
RSLogix 5000 software.

Conditions Software to Use Page

e ABOOTP server is not available RSLinx software 25
e The EtherNet/IP communication module is connected to
another NetLinx network

The RSLogix 5000 project is online with a controller that RSLogix 5000 software | 28
communicates to or through the EtherNet/IP communication
module

Consider these factors when you determine how to set the network IP address:
* Network isolation from or integration into the plant/enterprise network

* Network size - For large networks, isolated networks, it might be more
convenient and safer to use a BOOTP/DHCP server rather than
RSLogix 5000 or RSLinx software. The BOOTP/DHCP server also
limits the possibility of assigning duplicate IP addresses.

* Company policies and procedures dealing with plant floor network
installation and maintenance

* Level of involvement by IT personnel in plant-floor network installation
and maintenance

* Type of training offered to control engineers and maintenance personnel

If you use the Rockwell Automation BOOTP or DHCP server in an uplinked
subnet where an enterprise DHCP server exists, a module may get an address
from the enterprise server before the Rockwell Automation utility even sees the
module. You might have to disconnect from the uplink to set the address and
configure the module to retain its static address before reconnecting to

the uplink. This is not a problem if you have node names configured in the
module and leave DHCP enabled.
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Set the Network IP Address with RSLinx Software

To use RSLinx software to set the communication module’s IP address, follow
these steps.

1. From the Communications menu, choose RSWho.

Communications el s el e

‘ Configure Drivers. ..

Configure Shortcuts,.,

The RSWho dialog box appears.
2. Navigate to the Ethernet network.

3. Right-click the EtherNet/IP module and choose Module Configuration.

"Q? RSLinx Classic Gateway - [RSwho - 1]
=% Fle Edit WView Communications Station DODEfOPC  Security  Windo

2| &| /8| 8o ¥
V¥ Autobrowse | Refiesh | IFE =

EE‘ wWorkstation, USMAYIWVASKOL
Fgx Ling Gateways, Ethernet -
=lgs AB_ETHIP-1, Etharnet
iR 152 1661217, 1756-ENZTR,

Mot Browsing

Backplane

Remove

Criver Diagnostics
Configure Driver
Upload EDS file from device

Security. ..

Device Praoperties
Module Statistics
Module Configyration

b

The Module Configuration dialog box appears.
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4. Click the Port Configuration tab.
AB_ETHIP-1%,192,168.1.217 1756-EN2TR/ A Configur. ﬂ
General  Port Configuration |Advanced Port Cunf\gulal\unl Nelwurkl
MNetwork Configuration Typ
’V ' Static " Dynarmic
7 Wse DHER to obtain network configuration
= [Ize BOOTF to obtain networ i
IF Address: I 192 . 168 . 1 217
Metwork b ask; I 285 . 285 . 285 a
Gateway Address: I 0 1] o 1]
Rine Hame [0 . o0 . o ]
g:rcvu;:daw Name I 0 0 0 0
Damain Name:; |
Host Name: I
Status: Metwork Interface Configured
ok I Cancel I Aol I Help I
5. For Network Configuration Type, click Static to permanently assign this
configuration to the port.
IMPORTANT  [f you click Dynamic, on a power cycle, the controller clears the
current IP configuration and resumes sending BOOTP requests.
6. Type this information in the appropriate fields:
* Inthe IP Address field, type the IP address.
* In the Network Mask field, type the network mask address.
* In the Gateway Address field, type the gateway address.
* In the Primary Name Server field, type the name of the primary server.
* In the Secondary Name Server field, type the name of the secondary
server.
* In the Domain Name field, type the domain name.
* In the Host Name field, type the host name.
26 Rockwell Automation Publication ENET-UMOO01J-EN-P - May 2011




Configure an EtherNet/IP Communication Module to Operate on the Network ~ Chapter 3

7. Configure the port settings.

To

Then

Use the default port speed
and duplex settings

Leave Auto-negotiate port speed and duplex checked.

This setting determines the actual speed and duplex
setting.

Manually configure your port's
speed and duplex settings

Follow these steps.

1. Clear the Auto-negotiate port speed and duplex
checkbox.

2. From the Current Port Speed pull-down menu, choose a
port speed.

3. From the Current Duplex pull-down menu, choose the
appropriate Duplex value, that is, Half Duplex or Full
Duplex.

IMPORTANT Consider the following when you configure the module’s
port settings:

¢ |f the module is connected to an unmanaged switch, leave
Auto-negotiate port speed and duplex checked or the module
will fail.

¢ |fyou are forcing the port speed and duplex with a managed
switch, the corresponding port of the managed switch must be
forced to the same settings or the module will fail.

8. Click OK.
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Set the Network IP Address with RSLogix 5000 Software

To use RSLogix 5000 software to set the communication module’s IP address,
follow these steps.

1.

2.

W

4.

6.

N

In the Controller Organizer, right-click the EtherNet/IP module and
choose Properties.

=-E3 1fO Configuration
EHE9 1756 Backplane, 1756-410
= ﬂ [0] 1756-CNER/D CHER_rmodule
-2 CantrolNet

" Mew Maodule...

@ Ethernet

fl [4]1756-IB16DC
f1 (5] 1756-L6a etk 0 Ut i
By Copy Ctr+C
B Pate Chrl+y
Delete Del

Cross Reference  Ctrl+E

| Properties & Alt+Enter

Print 3

The Module Properties dialog box appears.
Click the Port Configuration tab.

Module Properties: Local:1 (1756-EN2TR 2.1) -[olx]

General| Cannection | Medule Info Intemet Frotocol | Part Canfiguration | Netwark | ASNetwars|

Internet Protocol (IP) Settings
IP settings can be manuiall corfigured or can be sutomaticaly configured
i the network supports this capabiity.

& Manualy configure P seings
' ObtainIP setings automatically using BODTP
" Dbtain IP settings automatically using DHCP

€ |Psettings set by switches on the module

IP Settings C i
Physical Module IP Addiess: | 192 . 168 . 1 . 217 *© Subnet Mask: 295 .256.255. 0

Gateway Address. 0 o 0 0

Domain Name: Primary DNS Server
Address: i i ! i

Host Name: |7 Secondam DNS
Server Addiess & .G 8.1
Rehesh commurication Set .
Status: Runring 0K | Cameed | sl | Hep

In the IP Address field, type the IP address.

In the other fields, type the other network parameters, if needed.

IMPORTANT The fields that appear vary from one EtherNet/IP module
to another.

Click Set.
Click OK.
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Duplicate IP Address
Detection

Reset the Module IP Address to Factory Default Value

You can reset the module’s IP address to its factory default value with the
following methods:

¢ If the module has rotary switches, set the switches to 888 and cycle power.

* If the module does not have rotary switches, use a MSG instruction to the
reset the IP address.

Some EtherNet/IP communication modules support duplicate IP
address detection. The module verifies that its IP address does not match any
other network device’s IP address when you perform either of these tasks:

¢ Connect the module to a EtherNet/IP network.
* Change the module’s IP address.

If the module’s IP address matches that of another device on the network, the
module’s EtherNet/IP port transitions to Conflict mode. In Conflict mode, these
conditions exist:

* OK status indicator is blinking red.
¢ Network (NET) status indicator is solid red.

* On some EtherNet/IP communication modules, the module status display
indicates the conflict.

The display scrolls:OK <IP_address_of_this_module> Duplicate IP
<Mac_address_of_duplicate_node_detected>

For example: OK 10.88.60.196 Duplicate IP - 00:00:BC:02:34:B4

* On some EtherNet/IP communication modules, the module’s diagnostic
webpage displays information about duplicate IP address detection.

For more information on which EtherNet/IP communication modules
support displaying duplicate IP address on their diagnostic webpage, see
the Technical Note titled Logix modules Duplicate IP address detection
enhancement, #118216, in the Technical Support Knowledgebase
available at http://www.rockwellautomation.com/knowledgebase/.
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Duplicate IP Address Resolution

When two EtherNet/IP communication modules on a network have conflicting
IP addresses, the resolution depends on the conditions in which the duplication is
detected. This table describes how duplicate IP addresses are resolved.

Duplicate IP Address Detection Conditions

Resolution Process

e Both modules support duplicate IP address
detection

e Second module is added to the network after the

first module is operating on the network

1. The module that began operation first uses the IP address and continues to operate without
interruption.
2. The module that begins operation second detects the duplication and enters Conflict mode.

To assign a new IP address to the module and leave Conflict mode, see Set the Network IP
Address on a Module on page 18.

e Both modules support duplicate IP address
detection

e Both modules were powered up at approximately

the same time

Both EtherNet/IP devices enter Conflict mode.

To resolve this conflict, follow these steps:

a. Assign a new IP address to one of the modules by using the methods described in Set the
Network IP Address on a Module on page 18.
b. Cycle power to the other module.

One module supports duplicate IP address detection | 1. Regardless of which module obtained the IP address first, the second module, that is, the

and a second module does not

module that does not support IP address detection, uses the IP address and continues to
operate without interruption.

2. The module that supports duplicate IP address detection detects the duplication and enters
Conflict mode.

To assign a new IP address to the module and leave Conflict mode, see Set the Netwaork IP
Address on a Module on page 18.

IP Address Swapping

Devices experiencing duplicate IP address conditions behave differently
depending on whether connections have been established to either of the
modules and whether both modules support duplicate IP address detection.

Some EtherNet/IP communication modules support IP address swapping. This
functionality is used in ControlLogix enhanced redundancy systems. Duringa
system switchover, partnered EtherNet/IP communication modules swap IP
addresses.

For more information about IP address swapping, see the ControlLogix
Enhanced Redundancy System User Manual, publication 1756-UMS535.
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DNS Addressing To further qualify a module’s address, use DNS addressing to specify a host name
for a module, which also includes specifying a domain name and DNS servers.
DNS addressing makes it possible to set up similar network structures and IP
address sequences under different domains.

DNS addressing is necessary only if you refer to the module by host name, such as
in path descriptions in MSG instructions.

To use DNS addressing, follow these steps.
1. Assign a host name to the module.

A network administrator can assign a host name. Valid host names must be

IEC-1131-3 compliant.
2. Configure the module's parameters.

3. Inaddition to the IP address, subnet mask, and gateway address, configure
a host name for the module, domain name, and primary/secondary DNS
server addresses.

In the DNS server, the host name must match the IP address of the
module.

IMPORTANT Make sure the DNS enable bit is set.

If you configure your module by using RSLinx software,
version 2.41, the enable bit is cleared and DNS addressing
will not work. If you configure your module by using the Port
Configuration tab in RSLogix 5000 software, the enable bit is
set, so DNS addressing will work.
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Use EtherNet/IP
Communication Modules in

a Logix5000 Controller
Application

4. In RSLogix 5000 software, add the module to the I/O configuration tree.

See Add an I/O Module on page 50.

IMPORTANT If a child module resides in the same domain as its
parent module, just type the host name. If the child
module’s domain differs from that of its parent module,
type the host name and the domain name (host.domain)

IMPORTANT You can also use DNS addressing in a module profile in
the 1/0 controller tree or in a message path. If the
destination module’s domain name differs from that of
the source module, use a fully-qualified DNS name
(hostname.domainname). For example, to send a
message from ENBT1.location1.companyA to
ENTB1.locationZ.companyA, the host names match, but
the domains differ. Without the entry of a fully qualified
DNS name, the module adds the default domain name to
the specified host name.

After installing an EtherNet/IP communication module and setting its IP
address, add the module to the Controller Organizer in an RSLogix 5000 project.
This addition establishes I/O control.

You must download that project to the host controller before operation can
begin. When the controller begins operation, it establishes a connection with the
EtherNet/IP communication module. The module’s configuration determines its
behavior.

For more information on connecting a workstation to and configuring it for use
on an EtherNet/IP network, see Configure a Workstation to Operate on an
EtherNet/IP Network on page 13.

For more information on controlling I/O, see Control I/O on page 47.
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Configure a Supervisor on a Device-level Ring
Network

A Device-level Ring (DLR) network is a single-fault tolerant ring network
intended for the interconnection of automation devices.

Topic Page
Construct the Physical Network 36
Configure Supervisor Nodes on a DLR Network 37
Complete the Physical Connections of the Network 45
Verify Supervisor Configuration 46

The ring topology offers these advantages:
* Media redundancy
* Fast network fault detection and reconfiguration
* Resiliency of a single-fault tolerant network

¢ FEasy implementation without any additional hardware requirements
y imp y q

IMPORTANT  This section describes how to configure a ring supervisor on a DLR
network. This section does not fully describe a DLR network itself.

See EtherNet/IP Embedded Switch Technology Application Guide,
publication ENET-APQQ5, for information on these topics:
* DLR network overview

* Fully configuring a DLR network, that is, configuring all nodes on the
DLR network

* Monitoring a DLR network
¢ Troubleshooting a DLR network
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Figure 3 - Example Device-level Ring Topology
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DLR Nodes A DLR network uses these types of nodes:

* Supervisor Node

* RingNode

Supervisor Node

A DLR network requires at least one node to be configured as ring supervisor.

IMPORTANT  Out of the box, the supervisor-capable devices have their supervisor
function disabled so they are ready to participate in either a linear/star
network topology, or as a ring node on an existing DLR network.

In a DLR network, you must configure at least one of the supervisor-
capable devices as the ring supervisor before physically connecting the
ring. If not, the DLR network will not work.

Active Ring Supervisor

When multiple nodes are enabled as supervisor, the node with the numerically
highest precedence value becomes the active ring supervisor; the other nodes
automatically become back-up supervisors.

The ring supervisor provides these main functions:
*Manage traffic on the DLR network

*Collect diagnostic information for the network
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Back-up Supervisor Node

At any point in time, there can be only one active supervisor on a DLR network.
However, we recommend that you can configure at least one other supervisor-
capable node to act as back-up supervisor nodes. During normal operation, a
back-up supervisor behaves like a ring node. If the active supervisor node faults,
the back-up supervisor with the next numerically highest precedence becomes the
active supervisor.

If multiple supervisors are configured with the same precedence value (the
factory default value for all supervisor-capable devices is 0), the node with the
numerically highest MAC address becomes the active supervisor.

IMPORTANT  While a back-up supervisor is not required on a DLR network, we
recommend that you configure at least one back-up supervisor for your
ring network.

We recommend that you execute these tasks:
* Configure at least one back-up supervisor.

* Configure the desired active ring supervisor with a numerically higher
precedence value as compared to the back-up supervisors.

* Keep track of the DLR network’s supervisor-precedence values for all
supervisor-enabled nodes.

For more information about how to configure a supervisor, see Configure
Supervisor Nodes on a DLR Network on page 37.

Ring Node

A ring node is any node that operates on the network to process data that is
transmitted over the network or to pass on the data to the next node on the
network. When a fault occurs on the DLR network, these reconfigure themselves
and relearn the network topology. Additionally, ring nodes can report fault
locations to the active ring supervisor.
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Construct the Physica| The first thing you must do to create a new DLR network is physically connect all

Network necessary devices to the network. However, leave at least one connection unmade,
that is, temporarily omit the physical connection between two nodes on the ring,
as the factory default settings of DLR devices are set to operate in linear/star
mode or as ring nodes on existing DLR networks.

This figure shows an example of a new DLR network with one physical
connection left open.

Figure 4 - Example Device-level Ring Topology with One Connection Left Unmade
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CO nﬁgure sllpervisor After y'ou hawz:1 inst'alled a(lil dedvices on thej DLR netv;ork, y'ou must configure the
Nodes on a DLR Network supervisor node. Ring nodes do not require any configuration.

IMPORTANT This section assumes that you set the IP address for each device on the
EtherNet/IP network when you installed that device.

If you have not done so already, configure the IP address for the
supervisor-capable devices before configuring them to be supervisors.

For more information on setting IP addresses, see Set the Network IP
Address on a Module on page 18.

Before you can complete a DLR network, that is, configure all devices on the
network and make all physical connections, you must configure and enable a ring
supervisor with one of these options:

* RSLogix 5000 software

¢ RSLinx Classic software

Configure a Ring Supervisor in RSLogix 5000 Software

Consider the following before you use RSLogix 5000 software to configure an
EtherNet/IP communication module as a ring supervisor:

* Depending on the module’s firmware revision, you must use a specific
Add-on Profile (AOP) version. For example, if you use a 1756-EN2TR

module, firmware revision 3.x, you must use AOP, version 2.x or later.

For more information on module firmware revisions and required AOP
versions, go to http://support.rockwellautomation.com/controlflash/

LogixProfiler.asp

* The Major Revision parameter in a module’s configuration must match the
Major Revision of the physical module.

If the Major Revision levels do not match, RSLogix 5000 software alerts
you to the mismatch when you attempt to configure the Internet Protocol,
Port Configuration and Network tabs for that device.

* Some supervisor-capable devices require you to configure more parameters
than others.

This chapter describes how to configure a 1756-EN2TR module as a ring
supervisor. For more information on configuring other modules as ring
supervisors, see EtherNet/IP Embedded Switch Technology Application
Guide, publication ENET-AP00S.
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To configure the ring supervisor in RSLogix 5000 software, follow these steps.

1. In the Controller Organizer, right-click 1756 Backplane and choose
New Module.

Fia Edt Yew Search Loge Commurcaters Took

bl 8
Dl 0. ™ Aun |-
Mo Foecet b II:g:T :i
Ha Eddts =

1 ControBer DLR_restyesrk
1) Controler Tags.
1| Controler Pt Harclio
1 Pover-Lg psncder
w5 Taks
= 5 HonTask
& L Manfrogram
1 U] Prosr v | Phrses
= 73 Motion Grougs
T Ungrouped Aues
Add-n etructions:
1 Dt Types
R Uher Dediret
% Ll Srngs

= 5 YO Configur ation

wrer '

The Select Module dialog box appears.
2. Choose the module you wish to add and click OK.

X

M odule |Descﬂ:tion |Vend0r |
- 1756-CHER/E 1756 ControlMet Bridge, Redundant Media Allen-Bradle j
- 1756-DHRIOfE 1756 DH+ Bridge/RID Scanner Allen-Bradle
- 1756-DHRIOFC 1756 DH+ Bridge/RIO Scanner Allen-Bradle:
- 1756-DHRIQSD 1756 DH+ Bridge/RIO Scanner Allen-Bradle:
- 1756-DNB 1756 DeviceMet Scanner Allen-Bradle:
- 1756-EM2F 1756 10/100 Mbps Ethernet Bridge, Fiber Media Allen-Bradle:

. Allen-Bradle:

- 1756-EM2T

- 1756-EM3TR 1756 10/ 1630 Mbps Ethernet Bridge, 2-Port, Twis.

Allen-Bradle

- 1756-EMET 1756 10/100 Mbps Ethernet Bridge, Twisted-Pair... Allen-Bradle:

- 1756-EMET/A 1756 Ethernet Communication Interface Allen-Bradle:

- 1756-ENET /B 1756 Ethernet Communication Interface Allen-Bradle:
. 1756-EWEB/A 1756 10100 Mbps Etheret Bridoe w/Enhanced... Alen-Bradie 7|

[l | »
Find.. | AddFavoie |
By Categary I By Yendor I Favarites I

Ok I Cancel | Help |

%
—

Depending on the module type, the Select Major Revision dialog box
may appear. If the dialog box appears, choose the module’s major revision

and click OK.
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3. Complete the rest of the module configuration in your RSLogix 5000
software project.

The graphic below shows the I/O configuration for an example DLR
network.

E{I [0] 1756-L61 Device_Level_Ring
ﬂ [1] 1756-IF4F=OFZF B Local_analog_Combo
ﬂ [2] 1756-IH1EIS0E Local_Seq_of_Events_module
= f] [3]1756-EMZTR{A ENZTR _module
-2 Ethernet
B 1756-EM2TR{A ENZTR _module
= @ 1734-AEMTR/A POINT_AENTR.
- PointIC 5 Slot Chassis
[l [0]1734-BENTR A POINT _AENTR
[I [1] 1734-1T21i POINT_Thermocouple
= g 1738-BEMTRA ArmorPoint_AEMTR
= ArmotPoint 5 Slot Chassis
[@ [0] 1735-AENTRA ArmarPaint_AEMTR
[l [1] 1738-IB4DM1Z /A ArmorPoint_Diag_input_rne
- ﬂ 1756-EMZTRSA Second_ENZTR_module
B3 1756 Backplane, 1756-A17
ﬂ PowerFlex 4-E PowerFlex_4_drive
ﬂ 1783-ETAR/A ETAR

4. Download to your Logix controller.

5. Go online with the controller and leave it in Program mode.
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Enable Ring Supervisor in RSLogix 5000 Software

After you add a supervisor-capable module to your RSLogix 5000 software
project and configure it, you must enable the module to function as a
ring supervisor.

This chapter describes how to enable a 1756-EN2TR module as a ring supervisor.
For more information on enabling other modules as ring supervisors, see
EtherNet/IP Embedded Switch Technology Application Guide, publication
ENET-AP00S.

IMPORTANT You must be online to enable a ring supervisor in RSLogix 5000
software.

To enable a ring supervisor, follow these steps.

1. With your project online, double-click the supervisor-capable device in the
I/O configuration tree.

f RSLogix 5000 - Device_Level_Ring_application [1756-

File Edit View Search Logic Communications Tools ‘Window

AECE R —
Offline 0. 7 AUN Ll i B
Mo Forces b, IIZSAKT L‘#J
Mo Edits = 4
710 8 T

[ Controller Tags -~
(3 Contraller Fault Handler
(23 Power-Up Handier
= £ Tasks
=& MainTask
+ C& MainProgram
[Z3 Unscheduled Programs | Phases
I 51 Mation Groups
(23 Ungrouped Axes
[ Add-0n Instructions
£ Data Types
Eﬁ, User-Defined
1 g strings
Ly Add-On-Defined
+ L Predefined
+ [, Module-Defined
[ Trends
=I5 10 Configuration
= B3 1756 Backplane, 1756-A10
4 [0] 1756-L61 Device_Level_Ring_application
) [2] 1756-16160 Local_IB16D
B] [3] 1756-IF4FHOF2FIE Local_Analog_Combo
= £ TR 2TR R
= &5 Ethernet
= g 1738-AENTR/A ArmorPoint_AENTR
59 armorPoint 1 Slot Chassis
= %E 1734-AENTR/& POINT_AENTR.
B3 PaintIO 1 Slat Chassis
B 1756-EMZTR}A local_ENZTR_module
ﬂ PoverFlex 4-E PowerFlex_4E_drive
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Configure a Supervisor on a Device-level Ring Network

Chapter 4

Click here to enable
Supervisor mode.

2. Click the Network tab and check Enable Supervisor Mode.

Network Status:

Module Properties: Local:3 (1756-EN2TR 2.1} . =10 5’
General | Connection | Madue Info | Intemet Protecol | Part Configuation  Network |
Metwork Topology: Lineat/Star e

Normal

Heset Boure: | &

Fing Fault

Refresh communication

Status:  Running

[ oc |_cowa | o Heb

Configuration takes affect immediately. You do not need to click Apply

or OK.

3. Click Advanced to configure supervisor-related parameters.

This table describes the Ring Parameters.

4. Configure desired supervisor-related parameters. This table describes the

parameters.

IMPORTANT We recommend that you use the default values for Beacon

Interval, Beacon Timeout and Ring Protocol VLAN ID.

Table 2 - Supervisor Mode Parameters

Functionality

Description

Default
Setting

Supervisor
Precedence

You must configure a supervisor precedence number for
each device configured as a ring supervisor. The highest
possible supervisor precedence value is 255.

When multiple nodes are enabled as supervisor, the node
with the highest precedence value is assigned as the active
ring supervisor; the other nodes automatically become back-
up SUpervisors.

We recommend that you complete these tasks:
e Configure back-up supervisor nodes.

e Set your desired Active Ring Supervisor with a relatively
high supervisor-precedence value compared to the back-
up nodes.

¢ Keep track of your network’s supervisor-precedence
values.

If multiple supervisors are configured with the same

precedence value (the factory default value for all

supervisor-capable devices is 0), the node with the

numerically highest MAC address becomes the active

supervisor.

0
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Table 2 - Supervisor Mode Parameters

Functionality | Description Default
Setting

Beacon Interval | Frequency of the active ring supervisor transmitting a 400 uS
beacon frame through both of its Ethernet ports. This
parameter is user configurable for any time between 200uS
and 100mS.

Beacon Timeout | The beacon timeout is amount of time nodes wait before 1960 pS
timing out the reception of beacon frames and taking
appropriate action. Supervisors support a range from
400 to 500mS.

Ring Protocol Reserved for future use. 0

VLAN ID

5. Click Set.
Aubvanced Network Configuration x|

Nehwork Topology: Ring

Hctnes Ang Supeivizar 1721600

Aucteea Supeivisal 1

Pracedarde:

Supervizor Mods: Enalal=d
Supervsor Frecedence: 2B
Supervizor Skalug; Ative

Aing Parameters
Eeaton Intarval 400

Eeaton Timeoul: 1260

FRirg Protocaol
WLAM 10

Claes | Help

6. Click Close.
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Configure and Enable a Ring Supervisor in RSLinx

Classic Software

Depending on the module’s firmware revision, you must use a specific RSLinx
software version to configure and enable the module with RSLinx Classic

software.

For more information on module firmware revisions and required RSLinx Classic
software versions, go to http://support.rockwellautomation.com/ControlFlash/.

To configure and enable a ring supervisor in RSLinx Classic software, follow

these steps.

1. Launch RSLinx software.

2. Browse to the DLR network that you are setting up.

TIP

If you do not have the Electronic Data Sheet (EDS) file installed on the
module configured to be the ring supervisor, it will appear with a

question mark (?).

You can use these methods to obtain and use the EDS file:
— Right-click the module and choose to upload the EDS file
— Download the EDS file from: http://www.rockwellautomation.com/

resources/eds/

3. Access the supervisor-capable node’s properties.

4. Right-click the node and choose Module Configuration.

23 RSLinx Classic Professional - [RSWho - 1]

=] = 2|8 Bliz| ¥|

4% File Edit View Communicstions Station DDEfOPC Security ‘Window Help

W futobronse =h |

EBrowsing - node 10.88.80.118 found

= B Workstation, USMAYYASKO T3
[+ Linx Gateways, Ethernet
=\ %5 AB_ETH-1, Ethernet

B

¥ 5 AB_ETHIP-1, Ethernet

<

For Help, press FL

H 10.88.80,54, 1763-ETAP, 1763-ETAP/A
10.58,80.70, 1756-EN2T/A, 1756-EN2T/E Vactorks €
10.68.80.72, Computer, eip-devi

{ 10.55.80.73, 1783-ETAP, 1783-ETAP/A

1§ 10.68.80.75, 1734-AENTR EtherNet/IP Adapter, poi

= f] 10.88.80.115, 1756-ENZTR, 1756-ENZTR 4
# f 10.85.80.118, 1756-ENZTR, 1756-ENZTR A

Address

| Device Type

| online Hame

fl 10.88.80.115
fl 108880118

i) 10.69.80.7|

[ 10.68.80.7}
& 10.88.80.7,

1756-ENZTR
1756-ENZTR.

Large Teans

5,10.68.80.7; ¥ Detals

Remave

1756-ENZTR 4
1756-ENZTR 4

AP

1796-ENZT/B VxWorks 6.6
eip-devi

1783-ETARIA

. puint

Criver Diagnostics
Configure Driver
Upload EDS file from device

Security...
Device Properties
Madule Statistics

UM

b4

07/08/09_ | 10:30 AW

The General tab appears with information about the module that is not
configurable.
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Chapter4  Configure a Supervisor on a Device-level Ring Network

5. Click the Network tab and check Enable Ring Supervisor.

1783-ETAP/A Configuration

Gemeral] Fart Comliguralion] Advanced Port Eonfigurati

Metwark Topology: Ring Advanced...

Metwark Status Naormal

Aclive Ring Supervisar: 10.88.80.40

Achive Supervizor 265

== Sl
EE:} Ring Supervisor
@ Faults Detected: 1 Reset Counter
Supervigor Status: Backup

~ Ring Fault Port Buffer Utilization
Port 1: 0%
Port 2: 0%
Device Port: 0%

Refresh communication

0K | Cancel Help

Configuration takes affect immediately. You do not need to click Apply or
OK.

6. Click Advanced to configure supervisor-related parameters.

7. Configure desired supervisor-related parameters and click Set.

Advanced Network Configuration @

Netwark Topology: Ring V' Enable IGMP Snooping
Metwork Status: Ring Fault [™ Enable IGMP Querier
Active Ring Supsrvisar: 10.88.80.61 Querier Version:
o ineneod 150 [~ Enable Device Part Debugging Mode
Precedence:
Supervisor Mode Enabled
Supervisor Precedence:  [150 [0- 255)
Supervisar Status: Active

Ring Parameters

Beacon Interval 00
[microsecands)

Beaon Timeout 950
[microseconds)

(200 - 100000)

(400 - 500000)

Beacon Timeout should be two times of Beacon Interval
it

Ring Parameters wil orly take efiect when Supsrvisor Status
s Aitve.

Close Help

8. Click Close.

IMPORTANT For Beacon Interval, Beacon Timeout and Ring Protocol VLAN
ID, we recommend that you only use the default values.
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cOmp|ete the Physica' j?lfter hyog clonfigure :.md e?able your ring superviszr nodeli, you mus; compée;eu
Connections of the the physical connection of your new DLR network to make it complete and fully
Net k functional.

etwor

This figure shows an example DLR network with all physical
connections complete.

Figure 5 - Example Device-level Ring Topology with All Connections Complete

i

EHEESE

lodobo

connection is
made.
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Verify Supervisor
Configuration

H . Metwork Topology: Fii
Verify these fields,. —————pmt =" 7% i Advanced

46

You may want to verify that your supervisor configuration has taken place and
that the ring network is functioning properly. You can verify that configuration
and a normally functioning network in either RSLogix 5000 software or RSLinx
Classic software.

[

. Access the module properties as described previously.
2. Click the Network tab.
3. Verify the Network Topology and Network Status fields.

They should display Ring and Normal respectively, as shown below.

1783-ETAP/A Configuration

Geﬂerall Port Cumliguraliun] Advanced Port Configuration  Network

Metwork Status Normal
Aclive Ring Supervisar: 10.88.80.40

Active Supervizor 255
Precedence:

[¥ Enable Ring Supervizor

Ring Faults Detected: 1 Reset Counter

Supervisor Status: Backup

Ring Fault Port Buffer Utilization
Port 1;

9
o

=1
¥

Port 2:

(=
&

Device Port

Refresh communication

Ok | Cancel Help

Fora 1756-EN2TR or 1756-EN3TR module, you can also verify the supervisor
configuration through the module’s diagnostic web pages. For more information
on monitoring diagnostics via an EtherNet/IP communication module’s web
pages, see Diagnostic Web Pages on page 107.
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Control I/0

This chapter describes how a controller controls distributed I/O over an
EtherNet/IP network. An EtherNet/IP communication module connects the
controller to the network.

Topic Page
Set Up the Hardware 47
Select a Remote Adapter 57
Set the Requested Packet Interval (RPI) 58
Access Distributed 1/0 59
Set Up the H ardwa re In this example, the Logix5000 controller uses an EtherNet/IP communication

module to connect to the EtherNet/IP network. The distributed (remote) I/O
uses an EtherNet/IP adapter to connect to the EtherNet/IP network.

Figure 6 - Distributed 1/0 over an EtherNet/IP Network

o==—=g |Mm|w|g [m|e
Local Chassis with e ———
Logix5000 Controller ===

[t

Remote Chassis with
EtherNet/IP Adapter
and I/0 Modules

EtherNet/IP Switch

Workstation
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A Logix5000 controller establishes direct or rack-optimized connections to
communicate with I/O modules. Digital I/O modules support either connection
type, but analog I/O modules support only direct connections.

You must complete these tasks before your controller can communicate with
distributed I/O modules over an EtherNet/IP network:

¢ Set the IP addresses for each EtherNet/IP communication module.
* Connect all wiring and cabling.

* Configure a communication driver (such as AB-ETHIP-1) for the
programming workstation.

Add Distributed 1/0 To communicate with distributed I/O modules, add the following components
to the controller’s I/O Configuration folder:

¢ Local EtherNet/IP communication module
* Remote adapter

* I/O modules in the same chassis as the remote adapter

Within the folder, organize the modules into a hierarchy (tree/branch, parent/

child).

This graphic shows a system that uses a 1756-EN2TR module as the local
communication module, a remote 1794-AENT adapter and distributed
FLEX /O modules.

Local Communication
Controller Module

Remote Adapter and 1/0 Modules

Device
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To build the I/O configuration for a typical distributed I/O network, follow
these steps.

1. Add the local communication module, that is, the bridge.
2. Add the remote adapter for the distributed I/O chassis or DIN rail.
3. Add the I/O module.

This graphic shows the consumer controller’s I/O configuration after distributed

I/O modules are added.

-5 1f0 Configuration
-8 1756 Backplane, 17556-410
0 [0] 1756-L65 My_Project
- ﬂ [1] 1756-EN2T A Lacal_Camm_Maodule
--=5 Ethernet
B 1756-EN2T/A Local_Comm_Madule
=& 1794-AENT/E Remote_adapter
== FlexBus
& [0] 1794-IE16D/A I_O_Module

IMPORTANT /0 is controlled on the same subnet and cannot be processed
via a router.
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Add an 1/0 Module

To add a module to the I/O Configuration folder, follow these steps.

1. In the Controller Organizer, right-click the remote communication
module and choose New Module.

E-E3 {0 Configuration
B89 1756 Backplane, 1756-44

- f [0] 1756-L75 Distributed_I0

B [1] 1756-EN2TR Local_ENET _module
@5 Ethernet

Bl 1756-ENZTR Local_ENET_rmoduls

=8
il FlexBus

[ mew Magie. .y

& Cut Crl+X

Copy Ctrl+C

B FPaste Ctrl+y
Delete: Del

Cross Reference  Ctri+E

Properties Alt+Enter

Print

The Select Module dialog box appears.
2. Choose the module you wish to add and click OK.

x|
Module |Dascmptinn ‘Vandnr |
=1 Digital =
1794-1816/ 4 16 Paint 1204 AC Input Allen-Bradie:
- 1704-TAB[A 3 Paint 120% AC Input Allen-Bradle:
- 1704-TASIf A 2 Point 120% AC Isolated Input Allen-Bradle:

= 1794-IB10%0B6,., 10 Input/6 Cutput 24y DC, SinkfSource Allen-Bradle:
0 l o

16 P Irpu k | =
1794-1B16Df4 16 Point 24% DC Diagnostic Input, Sink Allen-Bradle:
1794-1B16X08... 16 Input/ 16 Output 24 DC, Sink/Protected Sour... allen-Bradle:

- 1704-1B32/A 32 Paint 24 DC Input, Sink Allen-Bradle:

~1704-IBS/A 2 Point 24V DC Input, Sink Allen-Bradle:

- 1794-IBBSFA 2 Point 24V DC Sensor Input Allen-Bradle:

= 1794-IC16fA 16 Point 48 DC Input, Sink Allen-Bradle:
1794-I1G16/A 16 Point 5V DC TTL Input Al\en-BradIE‘L‘

< »
Find, Add Favorite:
Ey Category By Vendar Favarites |

oK I Cancel I Help I

é’

Depending on the I/O module, the Select Major Revision dialog box
may appear. If the dialog box appears, choose the module’s major revision

and click OK.
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The Module Properties dialog box appears.

New Module x|
Tupe: 1794-IB16/2 16 Paint 244 DC Input, Sink.
Wendor: Allen-Bradley
Parent: Femate EMET_module
Mame: || Slot: ID ill
Description: | =]
=
Comm Format: IHaCk Optimization j
Revizion: |1_ I1 _lj Electronic Keying: | Compatible Keying LI
¥ Open Module Properties oK I Cancel I Help

3. In the Name field, type the name of your I/O module.

4. In the Slot field, type the slot number in which your I/O module will
reside.

5. From the Comm Format pull-down menu, choose a communication
format.
For more information on the selection of communication formats, see Set
the Requested Packet Interval (RPI) on page 58.

6. Click OK to see the rest of the Module Properties dialog box.

7. Configure the module as necessary.

8. Click Finish.
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Select a Communication When configuring an I/O module, you must select a communication format. The
Format

type of communication format determines the data structure for the module’s
tags. Many I/O modules support different formats. Each format uses a different
data structure.

The communication format determines these parameters:
* Direct or rack-optimized connection

* Ownership

Table 3 - Communication Formats

1/0 Module | Desired Connection Type Required Communication Format
Type
Digital A rack-optimized connection Rack Optimization

To use specialty features of the Full Diagnostics

module, such as diagnostics, CST Timest d

timestamps, or electronic fuses Imestampe
Digital A direct connection Scheduled Data

Input Data

Output Data

Analog A direct connection Float Data

(only direct connection is supported Integer Data
for analog modules)

CST Timestamped

See the RSLogix 5000 software online help for specific communication formats

per I/O module.

52 Rockwell Automation Publication ENET-UMO001J-EN-P - May 2011



Control /0 Chapter 5

Choosing a Direct or Rack-optimized Connection

The Logix5000 controller uses connections to transmit I/O data. These

connections can be direct connections or rack-optimized connections.

Term Definition
Direct A direct connection is a real-time, data transfer link between the controller and an
connection I/0 module. The controller maintains and monitors the connection with the 1/0

module. Any break in the connection, such as a module fault or the removal of a
module while under power, sets fault bits in the data area associated with the

module.
Type: 1756-1B16 16 Faint 100-31. 2 DT Input
Adirect Wendar: Aller-Bradiey
connection is Parert: Local
any connection Name: |
that does not
use the Rack D escription: ‘
Optimization
Comm Format. — & o FormatgeHnput Data

Rack-optimized

For digital 1/0 modules, you can choose rack-optimized communication. A rack-

connection optimized connection consolidates connection usage between the controller and
all the digital I/0 modules in the chassis (or DIN rail). Rather than having
individual, direct connections for each 1/0 module, there is one connection for the
entire chassis (or DIN rail).
New Module
Type: 1756-IB16 16 Paint 10W-21.2% DC Input
Wendor: Allen-Bradiey
Farent: azdf
Mame; |
Dezcription: ‘
Rack-optimized —Enmm'FmﬂﬁL—FH*Dptimizatian
connection
IMPORTANT If you use different 1756 EtherNet/IP communication modules in a

remote chassis, such as a 1756-ENBT module and a 1756-EN2T
module, do not use a rack-optimized communication format to the
remote chassis.

If you must use a rack-optimized communication format with a remote
1756 chassis, install the 1756-ENBT and 1756-EN2T modules in a
separate remote chassis.
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Direct Connections For 1/0 Modules

In this example, assume that each distributed I/O module is configured for a

direct connection to the controller.

Controller with EtherNet/IP
Communication Module

EtherNet/IP Network

oK
5% oW

© =" mm

EtherNet/IP Adapters with
|/0 Modules

Two Digital /0 Modules Three Analog I/0 Modules Four Digital
I/0 Modules

Table 4 - Example - System Connections

System Connections Amount
Controller to local EtherNet/IP communication module 0
Controller to EtherNet/IP adapter
Direct connection for digital /0 modules 6
Direct connection for analog 1/0 modules 3
Total connections used | 9

If you have many modules, direct connections to each module may not be feasible
because you could use up the number of connections and packets per second

supported by the module.

See Rack-optimized Connections For I/O Modules on page 55 to conserve

connection use and network traffic.
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Rack-optimized Connections For I/0 Modules

In this example, assume that each digital I/O module is configured for a rack-
optimized connection to the controller. Analog modules must be configured for
direct connections.

Controller with EtherNet/IP
Communication Module

EtherNet/IP Network

‘El-::-ﬂm?’
o

. B

EtherNet/IP Adapters
with 1/0 Modules

Two Digital /0 Modules Three Analog I/0 Modules Four Digital
I/0 Modules

Example - System Connections

System Connections Amount
Controller to local EtherNet/IP communication module 0
Controller to EtherNet/IP adapter with digital modules 2

(rack-optimized connection to each adapter)

Controller to EtherNet/IP adapter with analog modules 3
(direct connection for each analog I/0 module)

Total connections used | 5

The rack-optimized connection conserves connections, but can limit the status
and diagnostic information that is available from the I/O modules.

To optimize the number of available connections, use a rack-optimized

connection between any digital I/O that allows it and the remote adapter that
connects the distributed I/O to the controller via the communication module.
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Ownership

In a Logix5000 system, modules multicast data. Therefore, multiple modules can
receive the same data at the same time from a single module. When choosing a
communication format, decide whether to establish an owner-controller or listen-
only relationship with the module.

Ownership Type

Description

Owner controller

The controller that creates the primary configuration and communication connection to a module. The owner controller
writes configuration data and can establish a connection to the module.

Mew Module

Type: 1756-IB1E 16 Paint 10%-31.2% DT Inpu
Vendor: Allen-Bradley
Parent; Local
Mame: |
An owner connection is any connection Dz ey ‘
that does not include Listen-Only in its
Comm Format. £ F > |In|:uut Diata

Listen-only connection

An 1/0 connection where another controller owns/provides the configuration data for the /0 module. A controller using
a listen-only connection monitors only the module. It does not write configuration data and can only maintain a
connection to the 1/0 module when the owner controller is actively controlling the 1/0 module.

Mew Module

Tupe: 1756-IB16 16 Point 100312 DC [nput
Wendor Allen-Bradley
Parent; Local
I arne: |
Drescriphion: ‘
Listen-only connection ———— 8 FCarmrr-Farrmais | Ligten Only - Input Data

56
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Table 5 - Choosing a Type of Module Ownership

Module Type Another Controller Desired Conditions Use This Connection Type
Input module Does not own the module - Owner
Owns the module Maintain communication with the module if it loses | Owner

communication with the other controller . .
Use the same configuration as the other

owner controller.

Stop communication with the module if it loses Listen-only
communication with the other controller
Output module Does not own the module > Owner
Owns the module > Listen-only

Table 6 - Input and Output Modules - Differences in Ownership

Control

This Ownership

Description

Input modules

Owner

An input module is configured by a controller that establishes a connection as an owner. This configuring
controller is the first controller to establish an owner connection.

Once an input module has been configured and owned by a controller, other controllers can establish owner
connections to that module. This allows additional owners to continue to receive multicast data if the original
owner controller breaks its connection to the module. Additional owners must have the identical configuration
data and communication format as the original owner controller; otherwise, the connection attempt is rejected.

Listen-only

Once an input module has been configured and owned by a controller, other controllers can establish a listen-
only connection to that module. These controllers can receive multicast data while another controller owns the
module. If all owner controllers break their connections to the input module, all controllers with listen-only
connections no longer receive multicast data.

Output modules

Owner

An output module is configured by a controller that establishes a connection as an owner. Only one owner
connection is allowed for an output module. If another controller attempts to establish an owner connection,
the connection attempt is rejected.

Listen-only

Once an output module has been configured and owned by one controller, other controllers must establish
listen-only connections to that module. These controllers can receive multicast data while another controller
owns the module. If the owner controller breaks its connection to the output module, all controllers with listen-
only connections no longer receive multicast data.

Select a Remote Adapter

The type of distributed I/O modules that you need to access determines which
adapter to use.

Table 7 - Choice of Remote Adapter

Type of Distributed I/0
1756 ControlLogix I/0

Available Remote Adapters

1756-ENBT, 1756-EN2T, 1756-EN2TR, 1756-
EN2TXT, 1756-EN2F, or 1756-EN3TR
communication module

1794-AENT
1734-AENT

1794 FLEX 1/0
1734 POINT I/0
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Set the Req uested Packet  When you configure an I/O module, you define the requested packet interval

Interval (RPI)

58

(RPI) for the module. Only data-producing modules require an RPI. For
example, a local EtherNet/IP communication module requires no RPI because it
produces no data for the system. Instead it functions only as a bridge.

To set an RPI, follow these steps.

1. Make sure the module is installed, started and connected to the controller
via a serial, or other network, connection.

2. In the Controller Organizer, right-click the EtherNet/IP communication
module and choose Properties.

653 1f0 Configuration
83 1756 Backplane, 1756-A10
& 8 [0] 1756-CNBR/D CNER_madule
i g controlet
- [
3 & Ethemet g new Mochle.
+-f [4] 1756-1B16D C

L (5] 7melez etk 2 O Culsx

Copy Cirl+C
B Paste Crl+v
Delete Del

Cross Reference  Ctrl+E

Properties N Alt+Enter

Print. >

The Module Properties dialog box appears.

M Module Properties: ENet_Scanner:0 (1756-ENBT/A 4.1)

General Connhection ]Module Infol Part Configuration] PortDiagnostics] Backplane]

Bequested Packet Interval [RPI): 20.03: mz  [1.0- 750.0 ms]
I Inhibit Module

™ Major Fault On Controller If Connection Fails While in Run Mode

Module Fault

0K | Cancel |i Help

3. Click the Connection tab.
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Access Distributed 1/0

4. From the Requested Packet Interval (RPI) menu, enter the rate at which
you want data to be updated over a connection.

Only set the RPI to the rate the application requires.

IMPORTANT The RPI determines the number of packets per second that
the module produces on a connection. Each module can
produce only a limited number of packets per second.
Exceeding this limit prevents the module from opening more
connections.

5. Click OK.

Unlike EtherNet/IP communication modules, in Logix5000 controllers, I/O
values update at an interval set via the project’s I/O configuration folder. The
values update asynchronously to the execution of logic. At the specified interval,
the controller updates a value independently from the execution of logic.

I/0O information is presented as a structure of multiple fields, which depends on
the specific features of the I/O module. The name of the structure is based on the
location of the I/O module in the system. Each I/O tag is automatically created
when you configure the I/O module through the programming software.

Each tag name follows this format:

Location:SlotNumber:Type.MemberName.SubMemberName.Bit

This address variable Is
Location |dentifies network location
LOCAL = local DIN rail or chassis
ADAPTER_NAME = identifies remote adapter or bridge
SlotNumber Slot number of I/0 module in its chassis
Type Type of data
| = input
0 = output
C = configuration
S = status
MemberName Specific data from the 1/0 module, which depends on the type of data the module can store
For example, Data and Fault are possible fields of data for an I/0 module. Data is the common name for values the
are sent to or received from I/0 points.
SubMemberName Specific data related to a MemberName
Bit (optional) Specific point on the 1/0 module, which depends on the size of the I/0 module (0...31 for a 32-point module)

Rockwell Automation Publication ENET-UMO001J-EN-P - May 2011 59



Chapter5  Control I/0

EXAMPLE

i
-

-4 1/0 Configuration
Backplane, CompactLog

w5 Ethernet

- CompactBus Local

1769-L35E LocalEn
1769-L35E Ethernet Port LocalEME

AP 1769-L35E Ethernet Port LocalENE
—|-E@ 1794-AENT/B FLEX_jo_adapter 1
- & FlexBus
& [0] 1794-1a16/4 input_module < 2
S [1] 1794-CB 164 output_module < 3
& [2] 1794-IF250F 214 combo_analog <e@——— 4

Bl [1]1765-T816/4 input_1
8 [2]1769-0416)4 output_1
Bl [3] 1763-MODILE generic_madule

Example | Module

Example Tag Names (automatically created by the software)

1 Remote 1794-AENT adapter
“FLEX _io_adapter”

FLEX _io_adapter:|

FLEX_io_adapter:|.SlotStatusBits
FLEX_io_adapter:|.Data

FLEX_io_adapter:0

FLEX_io_adapter:0.Data

2 Remote 1794-1A16
“input_module” in slot 0

Rack-optimized connection

FLEX _io_adapter:0:C

FLEX_io_adapter:0:C.Config

FLEX_io_adapter:0:C.DelayTime_0
FLEX_io_adapter:0:C.DelayTime_1
FLEX_io_adapter:0:C.DelayTime_2
FLEX_io_adapter:0:C.DelayTime_3
FLEX_io_adapter:0:C.DelayTime_4
FLEX_io_adapter:0:C.DelayTime_5

FLEX _io_adapter:0:l

3 Remote 1794-0B16
“output_module” in slot 1

Rack-optimized connection

FLEX_io_adapter:1:.C

FLEX io_adapter:1:C.SSData

FLEX _io_adapter:1:0

FLEX_io_adapter:1:0.Data

4 Remote 1794-1F2X0F2l
“combo_analog” in slot 2

Direct connection

FLEX_io_adapter:2:.C

FLEX_io_adapter:2:C.InputFliter
FLEX_io_adapter:2:C.InputConfiguration
FLEX_io_adapter:2:C.OutputConfiguration
FLEX_io_adapter:2:C.RTSInterval
FLEX_io_adapter:2:C.SSCh0OuputData
FLEX_io_adapter:2:C.SSCH10utputData

FLEX_io_adapter:2:|

Using rack optimization for an I/O module creates tags as aliases for the adapter
module’s tags. This logic displays the device’s tag as an alias for the adapter
module’s tag. In this example, the tag name of the adapter is in angle brackets.

Tag Name of the 1/0 Device

L Conveyor:2:1.0

<Conveyor:|.Data[2].0>

60

Tag Name of the Adapter
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Chapter 6

Interlocking and Data Transfer

Between Controllers

This chapter describes how to share data by interlocking controllers (producing
and consuming tags) and transferring messages between controllers via an

EtherNet/IP network.
Topic Page
Set Up the Hardware 62
Tag Guidelines for Produced or Consumed Data 63
Connections for Produced and Consumed Tags 64
Produce a Tag 66
Consume Data Produced by Another Controller 68
Guidelines for Message (MSG) Instructions 73
Connections for Messages 74
Enter Message Logic 75
Configure a MSG Instruction 79
Communicate with PLC-5 or SLC Processors 83

Table 8 - Communication Methods
If you want to And the data Then Page

Interlock Resides on Logix5000 Produce and consume a tag 63
operations controllers
Transfer data Needs regular delivery at an Produce and consume a tag 63

interval that you specify

Is sent when a specific
condition occurs in your
application

Execute a message (MSG) 73
instruction
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Set Up the Hardware In this example, the controller in the local chassis produces a tag that the
Logix5000 controller in the remote chassis consumes. The local controller can
also send a MSG instruction to the remote controller.

Figure 7 - Sharing Data and Transferring Messages
Local Chassis with :m 3 O — % = Remote Chassis with
Logix5000 Controller 4 Data === Logix5000 Controller and
and EtherNet/IP e T = | T EtherNet/IP
Communication Module Communication Module
EtherNet/IP Switch

Workstation

Logix5000 Controller Combinations

Your controller type determines which communication module to use.

Table 9 - Choosing a Communication Module

Controllers

Communication Modules

ControlLogix

e 1756-ENBT
1756-EN2F
1756-EN2T
1756-EN2TR
1756-EN2TXT
1756-EN3TR

1768 CompactLogix

1768-ENBT communication module

1769-L23E-QB1B
e 1769-L23E-QBFC1B

Built-in EtherNet/IP port

e 1769-L32E
e 1769-L35E CompactlLogix

Built-in EtherNet/IP port

PowerFlex 700S with DrivelLogix controller

20-COMM-E PowerFlex EtherNet/IP Adapter
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You must complete these tasks before Logix5000 controllers can share tags over
an EtherNet/IP network:

* Set the IP addresses and other network parameters for each EtherNet/IP
communication module.

* Connect all wiring and cabling.

* Configure a communication driver (such as AB-ETHIP-1) for the
programming workstation.

IMPORTANT  [f you are sharing tags between ControlLogix controllers and the
controllers are sharing only tags, not sending messages, set the
communication format of the 1756-ENBT, 1756-EN2F, 1756-EN2T,

1756-EN2TR, 1756-EN2TXT, or 1756-EN3TR module to None.

To properly organize tags for produced or consumed data (shared data), follow
these guidelines.

Tag Guidelines for
Produced or

Consumed Data Table 10 - Guidelines for the Organization of Tags

Guideline

Details

Create the tags at the
controller scope.

You can share only controller-scoped tags.

Use one of these data types:
e DINT

e REAL

e array of DINTs or REALs

e user-defined

¢ To share other data types, create a user-defined data type that
contains the required data.

e Use the same data type for the produced tag and corresponding
consumed tag or tags.

Limit the size of the tag
to < 500 bytes.

Combine data that goes to the
same controller.

If transferring more than 500 bytes, create logic to transfer the data
in packets.

A size of < 125 DINT words will keep total bytes within 500. This
helps reduce the total number of packets for transactions.

If producing several tags for the same controller:

e Group the data into one or more user-defined data types. This
method uses fewer connections than does producing each tag
separately.

¢ Group the data according to similar update intervals. To
conserve network bandwidth, use a greater RPI for less critical
data.

For example, you could create one tag for data that is critical and
another tag for data that is not as critical.
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Terminology

A Logix5000 controller can produce (broadcast) and consume (receive) system-

shared tags.

Table 11 - Tag Definitions

Term Definition

Produced tag A tag that a controller makes available for use by other controllers.
Multiple controllers can simultaneously consume (receive) the
data. A produced tag sends its data to one or more consumed tags
(consumers) without using logic. The produced tag sends its data at
the RPI of the consuming tag.

Consumed tag A tag that receives the data of a produced tag. The data type of the
consumed tag must match the data type (including any array
dimensions) of the produced tag. The RPI of the consumed tag
determines the period at which the data updates.

To share produced or consumed tags, two controllers must be attached to the
same EtherNet/IP subnet. Two controllers cannot bridge produced or consumed
tags over two subnets.

Connections for Produced Logix controllers can produce (broadcast) and consume (receive) system-shared
and Consumed Tag S tags that are sent and received via the EtherNet/IP communication module.

Produced and consumed tags each require connections.

Table 12 - Required Connections for Produced and Consumed Tags

Tag Type Required Connections

Produced The local controller (producing) must have one connection for the
produced tag and the first consumer and one more connection for
each additional consumer (heartbeat). The produced tag requires
two connections.

As you increase the number of controllers that can consume a
produced tag, you also reduce the number of connections the
controller has available for other operations, such as
communication and I/0.

Consumed Each consumed tag requires one connection for the controller that
is consuming the tag.

IMPORTANT: When you configure a consumed tag, you must add
a remote module to the producing controller’s RSLogix 5000 project
to configure the consuming controller. The default Comm Format
when adding a remote module to the project is Rack Optimized.

Change the Comm Format to None when adding the remote
communication module.
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All EtherNet/IP communication modules support as many as 32 produced
multicast connections. Because each tag that passes through an EtherNet/IP
communication module uses a single connection, the number of available
connections limits the total number of tags that can be produced or consumed. If
the communication module uses all of its connections for I/O and other
communication modules, no connections remain for produced and consumed
tags.

IMPORTANT Depending on whether it is producing or consuming a tag, a Logix5000
controller uses its connections differently.

Table 13 - Number Connections for Produced and Consumed Tags

Type of Tag Device Number of Connections Used
Produced tag Logix5000 controller Number_of_consumers + 1
EtherNet/IP communication | 1
module
Consumed tag Logix5000 controller 1

EtherNet/IP communication
module

This graphic shows a Logix5000 controller producing a single tag for
consumption by another Logix5000 controller. In this example, the producing
controller uses 2 connections and every other Logix module/controller uses only
1 connection.

Figure 8 - Logix5000 Controller in Local Chassis Producing a Single Tag for a
Logix5000 Controller in a Remote Chassis

Local Controller (producer controller)- 1768 CompactlLogix controller Remote Controller (consumer controller) - ControlLogix controller
Connections Used = 2 (1 + Number of consumers) Connections Used = 1

Local Communication
Module - 1768-ENBT
Connections Used = 1

Remote Communication

Module - 1756-EN2T

U Connections Used = 1

At its limits, a Logix5000 controller that produced 125 tags, each with only 1
consumer, the controller would use all of its available 250 connections. In this
example, the EtherNet modules used to communicate the tags would use only
125 connections. An example of the different.

For more information on using connections over an EtherNet/IP network, see
Ethernet Design Considerations Reference Manual, publication ENET-RMO001.
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Produce a Tag To produce a tag, configure the produced tag in the RSLogix 5000 project for the
local (producer) controller. You do not have to configure the consumer
controllers in the I/O Configuration folder of the producer controller.

Configure the Produced Tag

To configure the produced tag, follow these steps.

1. In the producer’s Controller Organizer, right-click the Controller Tags
folder and choose Edit Tags.

= Mew Tag... Chrl+wy
23 Controlle 4

[ Power-U Monitor Tags

Tasks -

% MainTasl' Edit Tags [\ |

The Controller Tags dialog box appears.

# Controller Tags - My_Project(controller)

Scope: | §i My_Project -~ Shaw Showe Al

| Name & | Aliss For | Base Tag | Data Type | Style |Dec ~
J + Remate_comm_mod:| AB1756_EMET_...
||+ Remote_comm_mad:0 AB:1756_ENET_...
2 |

You can produce only controller-scoped tags.

0

In the Controller Tags window, right-click the tag that you want to
produce and choose Edit Tag Properties.

Nare & | Aliaz For | Base Tag

|+ Remaote_comrm_mod:| '
Monitor "Remote_comm_mod:I"

+ Remote_comm_mod: 0

Mew Tag which aliases "Rermate_comm_mad:T"

Edit "Remate_comm_mod:I" Properties [\>~ Alt+Enter
Edit "AB:1756_ENET_175L0OT:I:0" Data Type

30 ko Cross Reference For "Remote_comm_mod: " CirH+E
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The Tag Properties dialog box appears.

: Tag Properties - Remote_com_mod

General l

Marme: |F|em0te_comm_mod

Description:

Alias For: =]
Data Type: [DINT J
Scope: 9 My_Praject

Style: [Decimal =l

QK | Cancel | Apply | Help |

3. From the Type pull-down menu, choose Produced.
4. Click Connection.

The Produced Tag Connection dialog box appears.

Produced Tag Connection r'>_<|

Connection ]
Max Consumers: =
-

I” Send Data State Change Event To Consumers)

[ Allow Unicast Consumer Connections

0k | Cancel | Help |

5. In the Max Consumers field, type the maximum number of controllers
that will consume (receive) the tag.

6. Click OK.
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Consume Data Produced by To consume a produced tag, specify both the producer controller and the

Another Controller

produced tag in the RSLogix 5000 project for the remote (consumer) Logix5000
controller.

Add the Producer Controller to the Consumer’s /0 Configuration

Add the producer controller to the remote controller’s I/O Configuration folder.
In the folder, organize the controllers and communication modules into a

hierarchy of tree/branch and parent/child.

Figure 9 - Logix5000 Controller in Local Chassis Consuming a Single Tag for a
Logix5000 Controller in a Remote Chassis

Local Controller (consumer controller) - ControlLogix controller Remote Controller (producer controller)- 1768 CompactlLogix controller

Connections Used = 1

Local Communication
Module - 1756-EN2T
Connections Used = 1

68

I

Connections Used = 2 (1 + Number of consumers)

'

oW @ [

Remote Communication

M === = J Module - 1768-ENBT

1
1l

Connections Used = 1

To add a producer controller to the consumer controller’s I/O, follow these steps.

1. Add the local communication module for the consumer controller.
2. Add the remote communication module for the producer controller.
3. Add the producer controller.

This graphic shows the consumer controller’s I/O configuration after the
modules are added.

B3 1fO Configuration
=9 1756 Backplane, 1755-410
= ﬁil [0] 1756-L75 Consurmer _controller
E|ﬂ [1] 1756-EM2T Local_cormm_module
=85 Ethermet
- fl 1756-EN2T Local_comm_module
= E 1763-ENET A remote_comm_module
E-EE 1768 Bus
-8 [0] 1768-L45
L@ [1] 1768-ENBT/A remote_corm_rmoduls
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To add a producer controller to the I/O Configuration folder, follow these steps.

1. In the Controller Organizer, right-click the remote backplane and choose
New Module.

-3 10 Canfiguration
=89 1756 Backplane, 1756-A10
Eﬂ [0] 1756-L75 Consurner_controller
E|ﬂ [1] 1755-BM2T Local_cormm_module
El-#5 Ethernet
- ﬂ 1756-EMN2T Local_cornm_rnodul
E 17AE-EMNBT /A remote_comm_r
B

[ mew Mape...

B2 Paste Chrl+

Print

The Select Module Type dialog box appears.
2. Click the By Category tab and choose your producer controller.

Ml Select Module x|
|Modu |Description [tvendor [
- 1756-EMNET 1756 10/100 Mbps Ethernet Bridge, Twisted-Pair... Alen-Bradle |
- 17S6-EMET /A 1756 Ethernet Communication Interface Allen-Bradle
1756-EMNET/E 1756 Ethernet Communication Interface Allen-Bradle

- 1756-EWEBS&

.. Bllen-Bradle:

- 1768-EWEBSA 762 107100 Mbps Ethernet Bridge wfEnhanced... Allen-Bradle:
-~ 1768-L23E-0QB1... 10/100 Mbps Ethermet Port on CompactLogixS32... Allen-Bradle:
- 1769-L23E-QBF.., 10/100 Mbps Ethemet Port on CompactLogins32... Allen-Bradle:

1768-L32E Ethe., 10/100 Mbps Ethernet Port on CompactLogixs33... Allen-Bradle:
- 1768-L35E Ethe.. 10/100 Mhps Ethermet Part on CampactLoging33... Allen-Bradle:
1783-EMS04T 1783-EMS04T Ethemet Managed Switch Allen-Bradle

-~ 17B3-EMSOT  1783-EMSDST Ethemet Managed Switch #llen-Eracls: |
4 »
Find, | Add Favarite
By Category ByVendor | Favoites |

ok | caca | Hep |

VA |

3. Click OK.

Depending on the controller type, the Select Major Revision dialog box
may appear. If the dialog box appears, choose the module’s major revision

and click OK.

Select Major Revision x|

Select major revision for new 1768-L45 module
being created.

MaorReviscr: TN -
oK I Cancel | Help |

The New Module dialog box appears.
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4. Configure your new module.

In the Name field, type the name of your module.
* In the Slot field, type the chassis slot number.

From the Electronic Keying pull-down menu, choose the keying level
that fits your application.

hew Module x|
Type: 1768-L45 CompactLogix5345 Controller
endor: Allen-Bradley
Marne: |F'roducer_contro|ler Slot: ID _Ig
Drescription ;I
=l
Revizion: IF |1 _|: Electronic Keying: | vI
¥ Open Module Properties oK I Cancel Help
5. Click OK.

IMPORTANT The number and type of configuration parameters on the New
Module dialog box varies according to the controller type.

Create the Consumed Tag

To create the consumed tag, follow these steps.

1. In the consumer controller’s project in RSLogix 5000 software, right-click
the Controller Tags folder and choose Edit Tags.

: Mew Tag. .. Chrl+w

[(3 Controlle 4

(1 Power-U Monitor Tags

Tasks -

% MainTasl' Edit Tags IX |
~— I

The Controllers Tag dialog box appears.

# Controller, Tags - My_Project(controller)

Scope: ﬁl My Project - Show... Shove All

|Name
J +/-Remate_comm_mod:|
J + Femote_comm_mod: 0

& |Alias Far | Base Tag | Data Type
AB:17E6_EMET_...
ABFEE_ENET_...

Only controller-scoped tags can consume data.
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2. In the Controller Tags window, right-click the tag that will consume the
data and choose Edit Tag Properties.

Mame & | Alias For | Base Tag |

|| Remate_comm_mod:| I

“£-Femote_comm_mod:0 Monitor "Remote_comm_mod: T

Mew Tag which aliases "Remote_comm_mod:I"

| Edit. "Remote_comm_mod:I" Properties h Alt+Enter

Fdit "ar1 754 FMFT 1751 AT 10" Maka Tuns

The Tag Properties dialog box appears.
3. From the Type pull-down menu, choose Consumed.

4. In the Data Type field, type a data type that matches the type assigned to
the produced tag.

S. Click Connection.

f Tag Properties - Test1

General® l

I ame: |Test1

Drescription:

Type: Consumed Connection...

Alias For:

K

Data Type: |DINT

Seope: ffa PF40_EtherNet IP

Style: | Decimal

Lo

0K | Cancel | Apply | Help |

The Consumed Tag Connection dialog box appears.

6. From the Producer pull-down menu, choose the controller that produces
the data.
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7. In the Remote Data field, type the tag name or instance number of the

produced data.
. In the RPI field, type the requested packet interval (RPI) for the
connection.
Connection ]
Codicre [ |

Remote D ata: |

[Tag Mame or Instance Mumber]

RiFl: 200 _J;J ms
=
=

ok | Cancel | Help |

Only set the RPI to the rate the application requires.

IMPORTANT The RPI determines the number of packets per second that
the module will produce on a connection. Each module can
only produce a limited number of packets per second.
Exceeding this limit prevents the module from opening more
connections.

For information on RPI and how it affects the actual packet interval (API),
see the Ethernet Design Considerations Reference Manual, publication
ENET-RMOO01.

9. Click OK.
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Guidelines for Message
(MSG) Instructions

Follow these guidelines.

Table 14 - MSG Instruction Guidelines

Guideline

Description

For each MSG instruction,
create a control tag.

Each MSG instruction requires its own control tag:
e Data type = MESSAGE
e Scope = controller

e The tag cannot be part of an array or a user-defined data type.

Keep the source and
destination data at the
controller scope.

A MSG instruction can only access tags that are in the Controller
Tags folder.

If your MSG is to a module

that uses 16-bit integers, use a
buffer of INTs in the MSG and
DINTs throughout the project.

Cache the connected MSGs
that execute most frequently.

If your message is to a module that uses 16-hit integers, such as a
PLC-5 or SLC 500 controller, and it transfers integers (not REALs),
use a buffer of INTs in the message and DINTs throughout the
project.

This increases the efficiency of your project because Logix5000
controllers execute more efficiently and use less memory when
working with 32-bit integers (DINTS).

Cache the connection for those MSG instructions that execute most
frequently, up to the maximum number permissible for your
controller revision.

This optimizes execution time because the controller dogs not have
to open a connection each time the message executes.

If you want to enable more
than 16 MSGs at one time, use
some type of management
strategy.

If you enable more than 16 MSGs at one time, some MSG
instructions may experience delays in entering the queue. To
guarantee the execution of each message, perform one of these
tasks:

e Enable each message in sequence.
e Enable the messages in groups.
e Program a message to communicate with multiple modules.

e Program logic to coordinate the execution of messages.

Keep the number of
unconnected and uncached
MSGs less than the number of
unconnected buffers.

The controller can have 10...40 unconnected buffers. The default
number is 10.

¢ |f all the unconnected buffers are in use when an instruction
leaves the message queue, the instruction errors and does not
transfer the data.

e You can increase the number of unconnected buffers to a
maximum of 40.

For more information on programming MSG instructions, see the Logix5000
Controller General Instructions Reference Manual, publication 1756-RM003.

The individual system user manuals for Logix5000 controllers also provide MSG
examples unique to specific controller platforms.
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Connections for Messages

Messages transfer data to other modules, such as other controllers or operator
interfaces. Each message uses one connection, regardless of how many modules
are in the message path. To conserve connections, you can configure one message
to read from or write to multiple modules.

These connected messages can leave the connection open (cache) or close the
connection when the message is done transmitting.

Table 15 - Message Connections

Type of Message Communication Method Used Connection Used
CIP data table read or write CIP Yes
PLC-2, PLC-3, PLC-5, or SLC (all Clp No
types) :

CIP with Source ID No

DH+ Yes
CIP generic CIP Your choice!"
Block-transfer read or write Yes

(1) You can connect CIP generic messages, but for most applications we recommend you leave CIP generic
messages unconnected.

Cache Message Connections

Use the message’s execution rate to determine whether to cache a connection
or not.

Table 16 - Guidelines for Caching Message Connections

Message Execution Instruction Configuration

Repeated Cache the connection.

Important: Caching keeps the connection open and optimizes
execution time. Opening a connection each time the message
executes increases execution time.

Infrequent Do not cache the connection.

Important: Not caching closes the connection upon completion of the
message, freeing up the connection for other uses.
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Enter Message Logic

Local Communication
Module - 1756-ENBT

To send or receive data from an EtherNet/IP communication module via a
message, you must program a MSG instruction in the local controller’s logic. If
the target module is configured in the I/O Configuration folder of the controller,
browse to select the module or manually type the message path in the MSG
instruction.

Add the EtherNet/IP Communication Module to the Local
Controller's I/0 Configuration

To use the Browse button to select the target device of a MSG instruction, add
that remote device to the I/O Configuration folder of the local controller.
Within the I/O Configuration folder, organize the local and remote devices into

a hierarchy of tree/branch, parent/child.

Figure 10 - Logix5000 Controller in Local Chassis Sending a Message to a
Logix5000 Controller in a Remote Chassis

Local Controller - ControlLogix Controller Remote Controller - ControlLogix Controller

Il

Remote Communication

I Module - 1756-ENBT

For a typical local/remote MSG structure, following the steps.

1. Add the local communication module for the local controller.
2. Add the remote communication module for the remote controller.
3. Add the remote controller.

This graphic shows the local controller’s I/O configuration after a local
EtherNet/IP communication module is added.

=3 [j0 Configuration
B9 1756 Backplane, 1756-410
o B0 [0] 1756-L75 Consurner_cantroller
=- 1758-ENZT Local comrm_module
------ Zz Ethernet
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Select a communication format for a communication module based on the
modules in its remote chassis.

Table 17 - Module Communication Formats

Conditions Use This Communication Format

The remote chassis contains only analog modules, | None
diagnostic digital modules, fused output modules,
or communication modules

The remote chassis contains only standard, digital | Rack Optimization
input and output modules (no diagnostic modules
or fused output modules)

You want to receive I/0 module and chassis slot Listen-Only Rack Optimization
information from a rack-optimized remote chassis
owned by another controller

To add a module to the I/O Configuration folder, follow these steps.

1. In RSLogix 5000 software, right-click the level to which you want to add
the new module and choose New Module.

-5 1j0 Configuration
L. Ky

o 175,

8 Mew Module.., |

ack
A [0] 13
= @ (111
= E?E E

LTI e = e o T T

The Select Module Type dialog box appears.
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2. Click the By Category tab and choose your EtherNet/IP
communication module.

3. Click OK.
I Select Module @
M odule Description Wendor
=1 Communications ~

1734-AENTA 1734 Ethernet Adapter, Twisted-Pair Media Allen-Eradley
1738-AEMTA 1738 Ethernet Adapter, Twisted-Pair Media Allen-Eradley
1756-ENZF A 1756 104100 Mbps Ethernet Bridge, Fiber Media Allen-Eradley
1756-ENZT/A

MET/A

1756-EMET/ &
1756-EMET/B

1757-FFLD/&
1768-EMBT/&

1756-EWEB/A

1756 10/100 Mbps Ethernet Bridge, Twisted-Pair Media
5 10 Mbps Ethernet Brid i i
1756 Ethernet Communication Inkerface
1756 Ethernet Communication Inkerface

-p:

Allen-Eradle
Allen-Eradley
Allen-Bradley
Allen-Bradley

1756 104100 Mbps Ethernet Bridge w/Enhanced Web Serv., Allen-Bradley

1757 Foundation Fieldbus Linking Device
1765 104100 Mbps Ethernet Bridge, Twisted-Pair Media

Allen-Eradley
Allen-Eradley

1763-EWERA 1768 104100 Mbps Ethernet Bridge w/Enhanced Wweb Serv.. Allen-Bradiey
1769-L32E Etherne.. 10100 Mbps Ethernet Port on CompactLogixS332E Allen-Eradley

[« | i

Fid. | AddFavorie |

By Vendar Favaorites ]

o]

By Category

Cancel | Help |

Depending on the EtherNet/IP communication module, the Select Major
Revision dialog box may appear. If the dialog box appears, choose the
module’s major revision and click OK.

The New Module dialog box appears.
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4. Configure your new module.
* In the Name field, type the name of your module.
* In the IP Address field, type the module IP address.
* In the Slot field, type the chassis slot number.
* Click Change to configure these parameters:
— Module Revision
— Electronic Keying

— Communication Format

5. Click OK.

B New Module @

General® | Connection”

Type: 1756-EMBT 1756 10/100 Mbps Ethernet Eridge, Twisted-Pair Media
“Yendor: Allen-Bradley
Parent; Local_comm_rmod Ethemel Address
Name: -F.‘-EITID.[E_CDI'HI'I'I_I'HDEl 1 (7 Private MNetwork: 1921681, |
Description: | () IP Address:
. ) Host Name:
Module Definitian
Sefies: A Slat: |0 v
Revision 11
Electronic Keying: Compatible Module
Connection: Mone
Chagsis Size, 17
Creating ok 1 [ Cancel ] [ Help

IMPORTANT The number and type of configuration parameters on the New
Module dialog box varies according to the EtherNet/IP
communication module type.

Enter a Message

To enter a message, follow these steps.

1. Use relay ladder logic to enter a MSG instruction.

2. Click .. to configure the MSG instruction.

EXAMPLE Enter a MSG instruction

If count_send =1 and count_msg.EN =0 (MSG instruction is not already enabled), then execute a MSG instruction that sends data to another controller.

count_send  count_msg.en MSG
1 E 3/F Type - Unconfigured N
Message Control count_msg .| —CDND>—
{EH)*
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Co nﬁgure a MSG To configure a MSG instruction, follow these steps.

Instruction
1. Click [.] in the MSG box.

The Message Configuration dialog box appears.
2. Click the Configuration tab and specify the type of MSG instruction.

Message Configuration - count_msg

Canfiguratian® l Communication| Tag I

Meszage Type: ICIF' [ata Table Read ﬂ

Source Element: |
MHumber OF Elements: 5:
Destination Element: j Mew Tan...

2 Enable ) Enable Waiting 0 Start 2 Done Daone Length: 0
2 Enmor Code: Eutended Error Code: [ Timed Out &
Errar Path:
Errar Text:

ok | Cancel | Apply Help

Configure a MSG to a Logix5000 Controller

If you want to For this item Type or choose
Read (receive) the data Message Type CIP Data Table Read

Source Element First element of the tag that contains data in the other controller

Number of Elements Number of elements to transfer

Destination Tag First element of the tag (controller-scoped) in this controller for the data
Write (send) the data Message Type CIP Data Table Write

Source Tag girft element of the tag (controller-scoped) in this controller that contains the

ata
Number of Elements Number of elements to transfer
Destination Element First element of the tag for the data in the other controller
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Configure a MSG to an SLC 500 Processor

If the data is

And you want to

For this item

Type or choose

Integer

Read (receive) data

Message Type

SLC Typed Read

Source Element

Data table address in the SLC 500 controller (for example, N7:10)

Number of Elements

Number of integers to transfer

Destination Tag

First element of int_buffer

Write (send) data

Message Type

SLC Typed Write

Source Tag

First Element of int_buffer

Number of Elements

Number of integers to transfer

Destination Element

Data table address in the SLC 500 controller (for example, N7:10)

Floating-point (REAL)

Read (receive) data

Message Type

SLC Typed Read

Source Element

Data table address in the SLC 500 controller (for example, F8:0)

Number of Elements

Number of values to transfer

Destination Tag

First element of the tag (controller-scoped) in this controller for the data

Write (send) data

Message Type

SLC Typed Write

Source Tag

First element of the tag (controller-scoped) in this controller that
contains the data

Number of Elements

Number of values to transfer

Destination Element

Data table address in the SLC 500 controller (for example, F8:0)

Configure a MSG to a PLC-5 Processor

If the data is

And you want to

For this item

Type or choose

Integer

Read (receive) data

Message Type

PLC5 Typed Read

Source Element

Data table address in the PLC-5 controller (for example, N7:10)

Number of Elements

Number of integers to transfer

Destination Tag

First element of int_buffer

Write (send) data

Message Type

PLC5 Typed Write

Source Tag

First element of int_buffer

Number of Elements

Number of integers to transfer

Destination Element

Data Table address in the PLC-5 controller (for example, N7:10)

Floating-point (REAL)

Read (receive) data

Message Type

PLC5 Typed Read

Source Element

Data table address in the PLC-5 controller (for example, F8:0)

Number of Elements

Number of values to transfer

Destination Tag

First element of the tag (controller-scoped) in this controller for the
data

Write (send) data

Message Type

PLC5 Typed Write

Source Tag

First element of the tag (controller-scoped) in this controller that
contains the data

Number of Elements

Number of values to transfer

Destination Element

Data table address in the PLC-5 controller (for example, F8:0)

80
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3. Click the Communication tab.

4. In the Path field, type the communication path.

For a message to a ControlLogix controller, this RSLogix 5000 software

Message Configuration dialog box appears.

Message Configuration - count_msg

Configuration® Communication1 Tag ]

Path:; ] Browse...
' DH+ Chanrel 3
¥ Connected v Cache Connections &
3 Enable & EnableWaiting O Start 2 Done Done Length: 0
2 Enar Code: Extended Ermor Code: [ Timed Out &
Error Path:
Erar Text:

ak. | Cancel | Apply I Help

For a message to a SLC 500 or PLC-5 processor, this RSLogix Message

Configuration dialog box appears.

Meszzage Configuration - Mezzage 1
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5. If the target module is configured in the I/O Configuration folder of the
originating controller, click Browse to select the module or manually type
the path to the target module.

A manually typed path begins with the name of the local EtherNet/IP
communication module, the port the message exits (2 for EtherNet/IP),
and the IP address of the next module in the path, which could be the
target module.

EXAMPLE Communication path from a Logix5000 controller to a Logix5000 controller
over an EtherNet/IP network

Ethernet Network |P Address
168.127.127.12

5| E 5|1E
5N Message 5N
712 A
50T 50T
washer, 2, 168.127.127.12,1,0
Where Indicates
Washer Name of the 1756-ENBT, 1756-EN2F, 1756-EN2T, 1756-
EN2TR, 1756-EN2TXT, or 1756-EN3TR module
2 Ethernet port of the 1756-ENBT, 1756-EN2F, 1756-EN2T,

1756-ENZTR, 1756-EN2TXT, or 1756-EN3TR module

168.127.127.12 | IP address of the 1756-ENBT, 1756-EN2F, 1756-EN2T,
1756-EN2TR, 1756-EN2TXT, or 1756-EN3TR Module in
the destination chassis

1 Backplane port of the 1756-ENBT, 1756-EN2F, 1756-
EN2T, 1756-EN2TR, 1756-EN2TXT, or 1756-EN3TR
Module in the destination chassis

0 Slot number of the destination controller
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Communicate with PLC-b or If the message is to a PLC-5 or SLC 500 processor and it reads or writes integers
not s), use a buffer o s in the message. Remember these
SLC Processors (not REALs) buffer of INTs in th ge. R ber th

considerations:

* Logix5000 controllers execute more efficiently and use less memory when
working with 32-bit integers (DIN'Ts).

* PLC-5and SLC 500 processors require 16-bit integers.
*  Messages require an INT buffer.

¢ Data can be moved into or out of the buffer as needed.

Converting between INTs and DINTs

If the message is to a device that uses 16-bit integers, such as a PLC-5 or SLC 500
controller, and it transfers integers (not REALS), use a buffer of INTs in the
message and DINTs throughout the project. This increases the efficiency of your

project.
® ®
Read 16-Bit Integers | Data From Buffer of INTs DINTs For Use In
the Device the Project
Word 1 —p» | INT_Buffer[0] —p» | DINT_Array[0]
Word 2 —p» | INT_Buffer[1] —p» | DINT_Array[1]
Word 3 —» | INT_Buffer[2] —» | DINT_Array[2]

1. The Message (MSG) instruction reads 16-bit integers (IN'Ts) from the
device and stores them in a temporary array of IN'Ts.

2. An File Arith/Logical (FAL) instruction converts the IN'Ts to DINTs for
use by other instructions in your project.

© ®

Wirite 16-Bit DINTs From the Buffer of INTs Data For

Integers Project the Device
DINT_Array[0] —p» | INT_Buffer{0] —p | Word 1
DINT_Array[1] —p» | INT_Buffer[1] —p» | Word 2
DINT_Array[2] —p» | INT_Buffer[2] —p» | Word 3

1. An FAL instruction converts the DINTs from the Logix5000 controller to
INTs.

2. The MSG instruction writes the INTs from the temporary array to the
device.
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Mapping Tags
A Logix5000 controller stores tag names on the controller so that other devices
can read or write data without having to know physical memory locations. Many
products only understand PLC/SLC data tables, so the Logix5000 controller
offers a PLC/SLC mapping function that enables you to map Logix tag names to
memory locations.

* You have to map only the file numbers that are used in messages; the other
file numbers do not need to be mapped.

* The mapping table is loaded into the controller and is used whenever a
logical address accesses data.

* You can access only controller-scoped tags (global data).

E—F‘Ll:}EJ’SLI: Mapping
File Number Tag Name —
= Help
DeleteMap |
PLC 2 Mapping
| TagName: <]

* For cach file that is referenced in a PLC-5 or SLC command, make a map

entry with one of these methods:

— Typing the PLC/SLC file number of the logical address

— Typing or selecting the Logix5000 controller-scoped (global) tag that
supplies or receives data for the file number (You can map multiple files
to the same tag.)

* For PLC-2 commands, specify the tag that supplies or receives the data.

When mapping tags, remembers these guidelines:

* Do not use file numbers 0, 1, and 2. These files are reserved for Output,
Input, and Status files in a PLC-5 processor.

* Use PLC-5 mapping only for tag arrays of data type IN'T, DINT, or
REAL. Attempting to map elements of system structures may produce
undesirable effects.

* Use the PLC file identifier of N or B when accessing elements in an INT
tag array.
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This example shows how to use a buffer of INTs.

EXAMPLE Read integers from a PLC-5 controller.

ATTENTION: When condition turns on, reads 16-bit integer values (INTs) and stores them in int_buffer. Then the
FAL instruction moves the values to dint_array. This converts the values to 32-bit integers (DINTSs), for use by other
instructions in the ControlLogix controller.

condition message.EN MSG
1 F H/F Type - Unconfigured —CEND>——|
Message Control message .. DN >—
4<ER >7
message.DN fal_control FAL
1 F RES File Arith/Logical —CEND>—
Control fal_control
Length ? —ODON>—
Position 0
Mode all —CERD>—
Dest dint_array[fal_control.pos]
Expression int_buffer[fal_control.pos]
EXAMPLE Write integers to a PLC-5 controller.

ATTENTION: When condition turns on, moves the values in dint_array to int_buffer. This converts the values to
16-bit integers (INTs). Then the message instruction sends int_buffer to the other controller.

condition fal_control FAL
H F RES File Arith/Logical —CEN D>——
Control fal_control
Length ?7 —ODN>—
Position 0
Mode all —CER D>—
Dest int_buffer[fal_control.pos]
Expression dint_array[fal_control.pos]
fal_control.DN message.EN MSG
1 F J/F Type - Unconfigured —CEND>—
Message Control message  |... | —C(DN>—
4<ER >7
42424
Where Is an
dint_array Array of DINTs that are used in the ControlLogix controller
int_buffer Array of INTs with the same number of elements as dint_array
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Receive MSGs from PLC-5 or SLC 500 Processors

To receive MSGs from PLC-5 or SLC 500 processors, follow these steps.

1. If the originating controller is a PLC-5 or SLC 500 processor, in the MSG

instruction, select PLCS.

MSG

Read/Write Message —CEN >——
Type Peer-To-Peer
Read/Write Read —CDN »—
Target Device PLC5
Local/Remote Local —CER >—
Control Block N7:0
Control Block Length 93

Setup Screen

If the controller
isa

For this section

And this item

Specify

PLC-5 This PLC-5 Communication Command PLC-5 Typed Read or PLC-5 Typed Write
Data Table Address Starting address of the data in the PLC-5 controller
Size in Elements Number of elements to read or write
Port Number 2
Target Device Data Table Address Type, in quotation marks [* “], the name of the tag in the
ControlLogix controller (for example, “count”).
MultiHop Select Yes.
SLC 500 This Controller Communication Command PLC5 Read or PLC5 Write
Data Table Address Starting address of the data in the SLC 500 controller
Size in Elements Number of elements to read or write
Channel 1
Target Device Data Table Address Type, in quotation marks [ “], the name of the tag in the
ControlLogix controller (for example, “count”).
MultiHop Select Yes
2. On the MultiHop tab, specify the following:
e IP address of the EtherNet/IP communication module that is local to
the Logix5000 controller
* Slot number of the Logix5000 controller
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Introduction

EtherNet/IP Communication
Module as an Email Client

Send Email

This chapter describes how to send an email through an EtherNet/IP

communication module.

Topic Page
EtherNet/IP Communication Module as an Email Client 87
Send Email via a Controller-initiated Message Instruction 89
Create String Tags 89
Enter the Ladder Logic 92
Configure the MSG Instruction that Identifies the Mail Relay Server 92
Configure the MSG Instruction that Contains the Email Text 94
Enter Email Text 96
Possible Email Status Codes 96

For email, the EtherNet/IP communication module can be remote or local to

the controller.

The EtherNet/IP communication module is an email client that uses a mail relay

server to send email.

IMPORTANT

The EtherNet/IP communication module can send an email to only one

recipient at a time. It cannot mail to a distribution list.

Table 18 - Ethernet Email

Desired Action

Required Tasks

Send an email to specific personnel when a
controller application generates an alarm or
reaches a certain condition

Send controller or application status information
on a regular basis to a project manager

Program the controller to send a MSG instruction
to the EtherNet/IP communication module

The MSG instruction then instructs the
EtherNet/IP communication module to send the
email text (contained within the MSG instruction)
to the mail relay server.

Multiple controllers can use the same EtherNet/
IP communication module to initiate email.
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The EtherNet/IP communication module sends only the content of a MSG
instruction as an email to a mail relay server. Delivery of the email depends on the
mail relay server. The EtherNet/IP communication module does not

receive email.

Figure 11 - Sample System

ControlLogix Controller With 1756-ENBT, 1756-EN2F, 1756-
EN2T, 1756-EN2TR, 1756-EN2TXT, or 1756-EN3TR Module

Firewall/Router —

i |1B
18
a
18
4

Mail Relay
Server

Ethernet Switch

FlexLogix Controller

Ethernet Switch

v : .l|. i 5]
1769-L35E CompactLogix Controller

Table 19 - Sample System Capabilities

Device Capability

ControlLogix controller Send a MSG instruction to the 1756-ENBT module to initiate
sending an email to the mail relay server.

FlexLogix controller

Use the path of the MSG instruction to identify the 1756-ENBT

CompactLogix controller module as the target of the MSG instruction.

1756-ENBT, 1756-EN2F, 1756- | Send an email to the mail relay server from the email interface on

ENZT, 1756-EN2TR, 1756- the Send an Email link.

EN2TXT, or 1756-EN3TR

module This interface requires entry of all email information.
Mail relay server Send email to specified recipients.

The mail relay server determines the delivery of any email sent
through an EtherNet/IP communication module, whether via a MSG
instruction or from its built-in interface.
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Send Email via a Controller- A Logix controller can send a generic CIP message instruction to the EtherNet/

initiated Message
Instruction

I[P communication module that instructs the module to send an email message to
a SMTP mail relay server using the standard SMTP protocol. This automatically
communicates controller data and application conditions to appropriate
personnel.

IMPORTANT Be careful to write the ladder logic to be sure the MSG
instructions are not continuously triggered to send email
messages.

Some mail relay servers require a domain name be provided during the initial
handshake of the SMTP session. For these mail relay servers, specify a domain
name when configuring the EtherNet/IP communication module’s network
settings.

For additional information, see Configure an EtherNet/IP Communication
Module to Operate on the Network on page 17.

Create String Tags

You need three controller-scoped string tags. Each tag performs one of
these functions:

¢ Identifies the mail server
¢ Contains the email text

¢ Contains the status of the email transmission
The default STRING data type supports up to 82 characters. In most cases, this is

sufficient to contain the address of the mail server. For example, to create tag

EmailConfigstring of type STRING, follow these steps.

1. Click -] in the Value column of the Controller Tags dialog box.

Scope: |emai|[cnntrnller] j Shawr [Show Al | som |Tag Name j
| Tag Mame & | lalue (-l Force Mask. (-l Style Type
J+ EmailConfigstring '10.88.128.111" fooal STRING
||+ EmaiDstsy 1 [ EmailSting
ﬂ+ EWEB_EMAIL [i=] 'TojpersonlBxyz.comsrsl From: ... | P EmailString
|+ SendEmails: ool floood MESSAGE
||+ SetupMailServer [ [ MESSAGE

The String Browser dialog box appears.
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2. Type the IP address or host name of the mail server.

3. Click OK.

The tags for the email text and transmission status can contain up to 474
characters. For these tags, you must create a user-defined STRING data
type. The default STRING data type in RSLogix 5000 software is not
large enough for most email text.

izl String Browser - EmailConfigstring

Position: 0 Count: 13 of 82 J Emors J
(n] | Cancel | | Help |

To create a user-defined STRING data type, follow these steps.

1. In the Data Types folder in RSLogix 5000 software, navigate to the Strings
folder and double-click a String data type.

SLogix 5000 - email in email_sample.ACD [

File Edit W“iew Search Logic Communications Tools

Bl 8] &[=e] =]
Offline 0. FRUN e
Mo Forces b, = oK 4 ﬁ

I~ BaT
Mo Edits =% o

4
i/ e
llzr emnail
Controller Tags
23 Controller Fault Handler
23 Power-Up Handler
=5 Tasks
=8 MainTask
+ C& MainProgram
3 Unscheduled Pragrams
-5 Mation Groups
3 Ungrouped Axes
23 Trends
=5 Data Tvpes
Ci ine

EmailString
STRING
[ Predefined
+- 0% Module-Defined
[F31 180y Caninnr akinn

The String dialog box appears.
2. In the Name field, type a String type, such as EmailString.

3. Create one controller-scoped tag, such as EWEB_EMAIL, of this new
data type to contain the email text.
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4. Create a second controller-scoped tag, such as EmailDstStr, of this new
data type to contain the transmission status.

Both of these tags are of type EmailString.

Mame: |E mailSking

Description:

M aximum Characters: 520 ill

I embers: Data Type Size: 524
Mame | Data Type | Style | [escription
New Controller-scoped Tags ﬁ Lt DAY Decimal
P g !» DATA, SINT[E20] A5CI

5. Click [..] in the Value column of the Controller Tags dialog box.

/

1

Scope: |email[contr0ller] j Show |5hDW Al vl Sart; |Tag Marne j
| Tag Mame o |\-"a|u/e “l Force Mask L | Shyle Type
J +-EmailConfigstring '10.88.128.111" R STRING
Tag for Status — - |+ EmaiDstst N (1 EmailSting
Tag for Email Text ——» ﬂ + EWEB_EMAIL |- QTD:personl@xyz. com§rsl From: ... | [ EmailString
J + SendEmail E... Tt [ MESSAGE

The String Browser dialog box appears.
6. Type your email.

The text of the email does not have to be static. You can program a
controller project to collect specific data to be sent in an email.

7. Click OK.

¥l String Browser - EWEB_EMAIL

To:pers=onl@xvz . conSr$l From:

1756EVEB®denc . COHSeS$]1 This i= a test!! T
s5r5l
iL
M
5P

Position: 55 Court: 65 of 520 | Enos 2> |
K | Cancel | | Help |

For more information on using ladder logic to manipulate string data, see the

Logix5000 Controllers Common Procedures Programming Manual, publication
1756-PMO001.
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Enter the Ladder Logic
Ladder logic requires two MSG instructions. One MSG instruction configures
the mail server and needs to be executed only once. The second MSG instruction
triggers the email. Execute this email MSG instruction as often as needed.
SFS WS
] F Type - CIP Generic ] ——
Mezzage Control SetuphdailServer = Tn =
| ER—
trigger WS G
] [ Type - CIP Generic e
hieszane Cortrol SendEmail_BwWER AN
L ERT—

92

The first rung configures the mail server. The second rung sends the email text.

Configure the MSG Instruction that Identifies the Mail Relay

Server

To configure the MSG instruction that identifies the mail relay server, follow

these steps.

1. In the MSG instruction, click the Communication tab.

Message Configunation - SendEmail EWEB

Configuration  Communication® l Tag ]
Fath: |1»1| Browse...
1.1
e [ = =
[~ Connected ¥ e
® Enable ) Enable Wailing 2 Start ® Done Done Length: 58
2 Error Code: Extended Emor Code: [ Timed Out'®
Ermor Path:
Emar Text:
0K | Cancel Lpply Help
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2. In the Path field, type the path for the MSG instruction. The path starts
with the controller initiating the MSG instruction.

Type the number of the port from which the message exits and the address
of the next module in the path.

For example, if the EtherNet/IP communication module is in the same
chassis as the controller and is in slot 2, the path is: 1, 2.

For more information on configuring the path of a MSG instruction, see the
Logix5000 Controllers General Instructions Reference Manual, publication

1756-RM003.

3. Click the Configuration tab.

4. Configure the MSG parameters for sending an email.

The Source Length is the number of characters in the

From the Service Type pull-down menu, choose Attribute Single

In the Instance field, type 1.
In the Class field, type 32f.
In the Attribute field, type 5.

From the Source Element pull-down menu, choose the tag that contains

your email text.

In the Source Length field, type the number of characters in the email

plus four.

In this example, you would enter 13 for the number of characters plus 4

for a total of 17.

Message Configuration - SetupMailServer

Configuration l Cummunicaliun] Tag ]

CIP Genernic

tMeszage Type:

STRING tag that identifies the mail relay server plus 4
characters.
In this example, the tag contains 13 characters.

(]

Service |Sel Attribute Single ﬂ Source Element: EmailCaonfigstring -
Tupe:
» Source Length: * [Bytes)
Class:  |32f [Hex]
Instance: |1 Attribute: |5 [Hex] New Tag
<2 Enable 3 Enable W aiting 2 Start ® Done Done Length: O
<2 Emor Code: Eutended Eror Code: ™ Timed Out'&
Errar Path:
Errar Text:
ak | Cancel | | Help

After the MSG instruction that configures the mail relay server executes

successfully, the controller stores the mail relay server information in
nonvolatile memory. The controller retains this information, even through
power cycles, until another MSG instruction changes the information.
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Configure the MSG Instruction that Contains the Email Text

To configure the MSG instruction that contains the email text, perform this
procedure.

1. Click the Configuration tab.

The Source Length is the number of characters in the email tag plus 4
characters.

In this example, the email text contains 65 characters.

2. Configure the MSG parameters for sending an email.

Message Configuration - msg_1 il

Configuration® | Eommunicationl Tag I

From the Service Type pull-down menu, choose Custom.
In the Service Code field, type 4b.

In the Instance field, type 1.

In the Class field, type 32f.

In the Attribute field, type 0.

From the Source Element pull-down menu, choose the tag that contains
g
your email text.

In the Source Length field, type the number of characters in the email
plus four.

In this example, you would enter 65 for the number of characters plus 4

for a total of 69.

From the Destination pull-down menu, choose a tag to contain the
status of your email transmission.

Mezzage Type: ICIP Generic j

?ervice ISet Attribute Single j Source Element: IemaiICanigstl vI
pE:

ype:
> Source Length: ﬁ * [Butes)
SEVEE O Hes) Class [32 Hed  [opsion —

Code; hd

Instance: I‘I .&ttribute:IE [Hex]
Mew Tag... |

3 Enable 23 Enable Waiting 23 Start 2 Daone Done Length: 0
) Error Cade: Extended Emor Code: [ Timed Out &
Errar Path:
Errar Text:

kK I Cancel Apply Help
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3. Click the Communication tab.

Message Configuration - SendEmailEWEB

£

Configuration Eommunication"l Tag l
Path |1.7] Browse. ..
1.1
€ op O [ = I
o~ ’—Zl ’—:
[ Connected v e
W Enable <3 Enable Waiting 3 Start ® Done Done Length: 53
3 Erar Code: Extended Error Code: [~ Timed Out®
Error Path:
Errar Text:
1] | Cancel | Apply | Help |

4. In the Path field, type the path from the controller to the EtherNet/IP

communication module.

The path starts with the controller initiating the MSG instruction. The
second number in the path represents the port from which the message
exits and the address of the next module in the path.

For example, if the EtherNet/IP communication module is in the same
chassis as the controller and is in slot 2, the path is: 1, 2.

5. Ifall the devices in the path are configured in the initiating controller’s /O
Configuration tree, click Browse to select the target module.

The software automatically fills in the path.

6. Click OK.

For more information on configuring the path of an MSG instruction, see the
Logix5000 Controllers General Instructions Reference Manual, publication

1756-RM003.
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Chapter7  Send Email

Enter Ema|| Text Use the string browser to type the text of the email. To include To:, From:, and
Subject: fields in the email, use <CR><LF> symbols to separate each of these
fields. The To: and From fields are required; the Subject: field is optional. For

example:

To: email address of recipient <CR><LF>
From: email address of sender <CR><LF>
Subject: subject of message <CR><LF>
body of email message

An email message must not exceed 474 characters in length. An additional 4-byte
string-length value is added to the tag. As a result, the maximum source length is

478 characters.
POSSible Ema|| status Examine the destination element of the email MSG to see whether the email was
c 0 d es successfully delivered to the mail relay server. A successful delivery indicates that

the mail relay server placed the email message in a queue for delivery, but it does
not mean the intended recipient received the email message. These are the
possible codes that a destination element could contain.

Table 20 - Email Status Code Descriptions

Error | Extended- | Description
Code | error Code
(Hex) | (Hex)

0x00 | None Delivery successful to the mail relay server.

0x02 | None Resource unavailable. The email object was unable to obtain memory
resources to initiate the SMTP session.

0x08 | None Unsupported Service Request. Make sure the service code is 0x4B
and the Class is 0x32F.

0x11 None Reply data too large. The Destination string must reserve space for
the SMTP server reply message. The maximum reply can be 470
bytes.

0x13 | None Configuration data size too short. The Source Length is less than the

Source Element string size plus the 4-byte length. The Source Length
must equal the Source Element string size + 4.

0x15 | None Configuration data size too large. The Source Length is greater than
the Source Element string size plus the 4-byte length. The Source
Length must equal the Source Element string size + 4.

0x19 | None Data write failure. An error occurred when attempting to write the
SMTP server address (attribute 4) to nonvolatile memory.
OxFF | 0x0100 Error returned by email server; check the Destination string for
reason. The email message was not queued for delivery.
0x0101 SMTP mail server not configured. Attribute 5 was not set with a
SMTP server address.
0x0102 “To:” address not specified. Attribute 1 was not set with a “To?’

address AND there is not a To:” field header in the email body.

0x0103 ‘From:” address not specified. Attribute 2 was not set with a ‘From:’
address AND there is not a ‘From:” field header in the email body.
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Table 20 - Email Status Code Descriptions

Error
Code
(Hex)

Extended-
error Code
(Hex)

Description

OxFF

0x0104

Unable to connect to SMTP mail server set in Attribute 5. If the mail
server address is a host name, make sure that the device supports
DNS, and that a Name Server is configured. If the host name is not
fully qualified, for example, ‘mailhost’ and not ‘mailhost.xx.yy.com’
then the domain must be configured as ‘xx.yy.com’. Try ‘ping <mail
server address>’ to insure the mail server is reachable from your
network. Also try ‘telnet <mail server address> 25, which attempts
to initiate a SMTP session with the mail server via telnet over port
25. (If you connect then type ‘QUIT’).

0x0105

Communication error with SMTP mail server. An error occurred after
the initial connection with the SMTP mail server.

See the ASCII text following the error code for more details as to the
type of error.

0x0106

SMTP mail server host name DNS query did not complete. A previous
send service request with a host name as the SMTP mail server
address did not yet complete. Note that a timeout for a DNS lookup
with an invalid host name can take up to 3 minutes. Long timeouts
can also occur if a domain name or name server is not configured
correctly.
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Notes:
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Chapter 8

Introduction

Set Up the Hardware

Local Chassis
Containing a Logix5000
Controller with an
EtherNet/IP Connection

Communicate with PanelView Terminals

This chapter describes how a controller uses an EtherNet/IP communication

module to communicate with PanelView and PanelView Plus terminals over an

EtherNet/IP network.
Topic Page
Set Up the Hardware 99
Connections to PanelView Terminals 100
Add a PanelView Terminal 101
Organize Controller Data for a PanelView Terminal 105
Connections to RSView Applications 106

In this example, the controller in the local chassis shares data with an HMI
application on the EtherNet/IP network. This application could be running
these components:

PanelView terminal

PanelView Plus terminal

Workstation running RSView 32 software

Workstation running an RSView Enterprise application, such as RSView
Machine Edition or RSView Supervisory Edition

Figure 12 - Ethernet Communication with PanelView

Q m |2

Sl=le]

Data

— —
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Logix5000 Controller Combinations

Your controller type determines which communication module to use.

Table 21 - Choosing a Communication Module

Controllers Communication Modules

ControlLogix 1756-ENBT, 1756-EN2F, 1756-EN2T, 1756-
ENZ2TR, 1756-EN2TXT, or 1756-EN3TR
communication modules

1768 CompactLogix 1768-ENBT communication module

1769-L23E-Q1B, 1769-L23E-QBFC1B, 1769-L32E, | A built-in EtherNet/IP port
or 1769-L35E CompactLogix

PowerFlex 700S with Drivelogix 1788-ENBT EtherNet/IP communication module

You must complete these tasks before your controller can communicate with
PanelView terminals over an EtherNet/IP network:

e Set the IP addresses for the controller’s EtherNet/IP communication
module and the HMI terminal.

* Connect all wiring and cabling.

cOnnections to PanelView  To establish communication between a PanelView or PanelView Plus terminal,
Te m | n als specify controller connections.

Table 22 - PanelView Terminal Connections

Terminal Type

Type of Communication PanelView PanelView Plus

Implicit (connected) Supported Not supported

e | ogix controller communicates to the PanelView
terminal like an 1/0 module.

e You must add the PanelView terminal to the I/0
configuration tree for the controller project.

Explicit (unconnected) Supported Supported

e Communication is set up in PanelBuilder or RSView
ME software.

e All communication is initiated by the PanelView or
PanelView Plus terminal.
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When communicating implicitly (PanelView terminals only), the controller uses
one connection for each terminal. Account for these connections when designing
the system. Logix5000 controllers support these numbers of connections:

* Firmware revisions 11 and earlier support up to 16 bidirectional implicit
buffers (connections).

* Firmware revisions 12 or later support up to 32 bidirectional implicit
buffers (connections).

The larger number of implicit buffers enables significantly more PanelView
terminals to simultancously request data from the controller via implicit
communication.

When communicating explicitly, the controller supports 40 outgoing and 3
incoming buffers. This number of incoming buffers limits how many terminals
can simultaneously request data from a controller via explicit communication. In
other words, while a system can have multiple terminals, only three terminals can
explicitly request data from a Logix controller at the same time.

Add a PanelView Terminal Toadd a PanelView terminal, follow these steps.

1. In the Controller Organizer, right-click I/O Configuration and choose
New Module.

& .im”w Mew Module. .. [, |

i

%

The Select Module dialog box appears.
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2. Click the By Category tab.

3. Choose your EtherNet/IP communication module and click OK.

I Select Module X

Module Description Wendor
1756-CME/E 1756 Controltet Bridge Allen-Bradley A
1756-CMER A 1756 ControlMet Bridge, Redundant Media Allen-Er adley
1756-CHERE 1756 ControlMet Bridge, Redundant Media Allen-Er adley
1756-CNER/D 1756 Controllet Bridge, Redundant Media Allen-Bradley
1756-CNBRJE 1756 Controllet Bridge, Redundant Media Allen-Bradley
1756-DHRIOE 1756 DH+ Bridge/RIO Scanner Allen-Er adley
1756-DHRIOJC 1756 DH+ Bridge/RIO Scanner Allen-Er adley
1756-DHRIOID 1756 DH+ Bridge/RIC Scanner Allen-Er adley
1756-DNE 1756 DeviceMet Scanner Allen-Er adley
1756-EMNZF/A 1756 10{100 Mbps Ethernet Bridge, Fiber Media Allen-Er adley
1756-EM2T/A 1756 10/100 Mbps Ethernet Bridge, Twisted-Pair Media Allen-Er adley
1 T/A 10/100 Mbps E et Eridge & El
1756-EMNET A 1756 Ethernet Communication Interface Allen-Bradley

<] | 2

Find. | addFavoite |
By Category By Yendor Favorites J

] | Cancel | Help |

Depending on the EtherNet/IP communication module, the Select Major
Revision dialog box may appear. If the dialog box appears, choose the
module’s major revision and click OK.

The New Module dialog box appears.
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4. Configure your new module.
* In the Name field, type the name of your module.
* In the IP Address field, type the module IP address.
* In the Slot field, type the chassis slot number.
* Click Change to configure these parameters:
— Module Revision
— Electronic Keying

— Communication Format

5. Click OK.

M New Module

— :
General” | Connection®

Type: 1756-ENET 1756 104100 Mbps Ethermet Bridge, Twisted-Pair Media
Yendor: Allen-Bradley
Parent: Local_comm_mod Ethemet Address
Marne: E-F-i-emo.t.é_comm_mod- () Private Netwark: 1921681, | _:
Descriptior: | | (&) IP Address:
| _—
L {1 O Host Name: | |
Module Defirition —
Series; A Slat: (0 =
Revizian: 11
Electronic Keying: Compatible Module
Connection: Mone
Chazziz Size: 17

IMPORTANT The number and type of configuration parameters on the New
Module dialog box varies according to the EtherNet/IP
communication module type.

6. In the Controller Organizer, right-click the local EtherNet/IP
communication module you just added and choose New Module.

-5 1j0 Configuration
-3 1756 Backplane, 1756-A10
fd [1] 1756-L63 PF40_Etherhet_IP

8 Mew Modul,.

The Select Module Type dialog box appears.

Rockwell Automation Publication ENET-UMO001J-EN-P - May 2011 103



Communicate with PanelView Terminals

7. Click the By Category tab.
8. Choose the EtherNet/IP PanelView terminal and

click OK.

Il Select Module

x|

it odule

|Descmplion \\u’endor \

Cammunications
&+ Digital
[ Drives

& Motion
[ Safety
[ Specialty

Find. | Add Favarite

By Vendar I Favorites |

o]

By Category I

Cancel I Help

VA

The Module Properties dialog box appears.

Configure the PanelView terminal.

* In the Name field, type the name of your new module.

* From the Comm Format pull-down menu, choose Data-DINT.

* From the Electronic Keying pull-down menu, choose Disable Keying.

* In the IP Address field, type the IP address.

* In the Input and Output fields, type the connection parameters.

odule Properties - LocalENB (ETHERNET-PANELYIEYS 1.1)

Type: ETHERMET-PAMELWIE' Ethernet/IP Panelview
Vendar: Allen-Bradley
Parent: LocalENE
Name: — Address £ Host Name
Jpv_termina & |PAddess | 10 . 88 . 88 . 129
Description:
" Host Mame: :
Connection Parameters
Comm Format: |Data -DINT j Assembly
Instance: Size:
Rievizion: 1 :I:
= nput: [an -] [z =] sy
Electronic Keying: | Compatible Module hd ouput |01 | M2 EI [32bit]
Cancel | | Mext » | Finigh »» | Help |
IMPORTANT You can establish up to eight different instances with each

terminal. For example, one controller can use all eight
instances or eight controllers can each use one instance.

10. Click Finish.
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Organ ize Controller Data Organize data for a PanelView terminal based on how the data is used.

fOf a PanelView Terminal Table 23 - Controller Data Organization

For data that is Do this

Time critical (for example, data | Use the I/0 tags of the terminal.

that controls a machine) The tags for this data were created when you added the terminal to
the 1/0 configuration of the controller. They resemble the 1/0
modules’ tags.

Not time critical Create arrays to store the data.

1. For each screen, create a BOOL array with enough elements for
the bit-level objects on the screen.
For example, the BOOL[32] array gives you 32 bits for push
buttons or indicators.

2. For each screen, create a DINT array with enough elements for
the word-level objects on the screen.
For example, the DINT[28] array provides 28 values for numeric
entry controls or numeric displays.

To access the I/O tags of the PanelView or PanelView Plus terminal, use the
following address format.

Terminal Function Requirement

Writes the data name_of_terminal:l.Data[x].y

Reads the data name_of_terminal:0.Data[x].y

This address variable Is

name_of_terminal Name of the instance in the 1/0 configuration of the controller.
X Element of the input (1) or output (O) structure.

y Bit number within the input or output element.
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Connections to RSView To establish communication to an RSView application, configure RSLinx
App lications software to collect tags from the controller. An RSView 32 or RSView Enterprise

application uses RSLinx software as a data server.
RSLinx Enterprise software defaults to four read connections and one write

connection per configured controller. Modify the RSLinx software configuration
as needed.
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Diagnostic Web Pages

Some EtherNet/IP communication modules provide diagnostic web pages

Topic Page

1756-EN2TR Module 108
Diagnostic Overview Page 108
Ethernet Statistics Web Page 110
Connection Manager Cmd Object Info Web Page m
Ring Statistics Web Page 112

1756-ENBT Module 113
Diagnostic Overview Page 113
Ethernet Statistics 115

The number and type of diagnostic fields vary by module catalog number. This
chapter describes the diagnostic web pages on these modules:

1756-EN2TR EtherNet/IP communication module

1756-ENBT EtherNet/IP communication module

IMPORTANT The diagnostic web pages have many fields you can use to monitor your

EtherNet/IP module’s operating state. This section describes only the
fields most commonly used during monitoring.

To troubleshoot problems you diagnose as a result of monitoring the
EtherNet/IP modules’ diagnostic web pages, see Chapter 10,
Troubleshoot an EtherNet/IP Communication Module with Diagnostic
Web Pages on page 117.
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1756-EN2TR Module These are the most commonly diagnostic web pages for the 1756-EN2TR

module:
* Diagnostic Overview Page
* Ethernet Statistics Web Page
* Ring Statistics Web Page

IMPORTANT The 1756-EN2TR module also offers these diagnostic web pages
for monitoring the module:
¢ Network Settings
¢ Application Connections
* Bridge Connections

These web pages are not as commonly used as the three
described in this section and are not described here.

Diagnostic Overview Page

The Diagnostic Overview web page presents a summary of the current
configuration and overall status of the module.

The most commonly monitored fields are circled in the graphic and described in
the table that follows.

T

D Allen-Bradley 1756-EN2TR/A Au:‘omatim:

Minimize Dizgnastic Overview N_Network Settings ™, Application Connections ™ Bridge Connections ™, Ethernet Statistics |, Ring Statistics
m Home

ﬁ Diagnostics Module Resource Utilization (All Pnrls@ HMI/MSG (EtherNet/IP Port - Class 3
m Dizgnostic Overview CPU Sent Packets Per Second

| »

Network Settings 1/0 Comms Utilization [Actuzl) 1.3 % Received Packets Per Second =]

Application Connections 1/O Comms Utilization (Thearatical) 1.3 % Sent Bytes Per Second 1500

Bridge Connections Actual Rate (1/O PPS) 758 Received Bytes Per Second 556

== Seisio Theoretical Rate (1/0 BBS) 760 Sent Packet Count 1688

i ST Received Packet Count 1688

rerEnER: RIS CIP Connection Statistics (All Ports)

0 erovse chassis Active Total @ 1/0 and Prod/Cons Packets Per Second (EtherNet/IP Port - Class 1)

Active Messaging Total >
Active 1/0 3 Sent
Masximum Total Observed 7 Recaivad 150
Masximum Total Suppertad 253

1/0 and Prod/Cons Packet Counts (EtherNet/IP Port - Class 1)

TCP Connections (EtherNet/IP Port) Total 164183
Active @ Sent 81914
Mzximum Observed Received 82269

Maximum Supported 128 Rejected 1]
Missed 0
Web Server
Page Hits 886 Multicast Producers (EtherNet/IP P
Form Hits o Active [1]
Maximum Observed 0
CIP Unconnected (EtherNet/IP Port) Maximum Supported 32
Sent Packets Per Second o Base Address 239.192.28.0 B
Received Packets Per Sacond 1}
Sent Packet Count 89
Ij Received Packet Count 89
4l | |
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This table describes the fields most commonly used on the Diagnostics Overview
web page.

Table 24 - Diagnostic Overview Web Page

Field ‘ Specifies

Module Resource Utilization (All Ports)

CPU ‘ Current percent CPU utilization for the module
CIP Connection Statistics (All Ports)

Active Total ‘ Total number of active CIP connections used for both messaging and 1/0
TCP Connections (EtherNet/IP Port)

Active ‘ Number of active TCP connections for CIP messaging
HMI/MSG (EtherNet/IP Port - Class 3)

Sent packets per second Number of Class 3 TCP packets sent in the last one-second snapshot

Received packets per second Number of Class 3 TCP packets received in the last one-second snapshot
1/0 and Prod/Cons Packets Per Second (EtherNet/IP Port - Class 1)

Total ‘ Total number of Class 1 UDP packets sent and received
1/0 and Prod/Cons Packets Count (EtherNet/IP Port - Class 1)

Missed ‘ Number of Class 1 UDP packets missed
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Ethernet Statistics Web Page

The Ethernet Statistics web page provides a summary of the status of
communication activity on the Ethernet network.

The most commonly monitored fields are circled in the graphic and described in

the table that follows.

= = v
. Rockwe|
i 1756-EN2TR/A Automation
E Expand Minimize ~| [ Diagnostic Overview ™| Metwork Settings | Application Connactions Y, Bridge Connections Y Ethernat [ Ring Statistics =
1 Home r
| | Gl pisgnostics Ethernet Port 1 Ethernet Port 2
: Diagnestic Overviaw Interface State Ensblad Interface State Enabled
g Netvork Settings Link Status Active Link Status Active
Application Connections Spead 100 Mbps Speed 100 Mbps
BdgelGonnections Duplex Full Duplex Duplex Full Duplex
fizva fmiesies Autonagotiste Status Autonegotiate Speed and fuplex  Autonegotiate Status Autonegotiste Speed and Duplex
Ring Statistics.
Advanced Diagnostics Media Counters Port 1 Media Counters Port 2 \
Erovss Shassis Alignment Errors o Alignment Errors 0
FCS Errors 1] FCS Errors o
Single Collisions o Single Collisions 0
Multiple Collisions o Multiple Callisions [1]
SQE Test Errors o SQE Test Errors 0
Deferrad Transmissions o Deferred Transmissions 0
Late Collisions o Late Collisions 0
Excessive Collisions o Excessive Collisians 0
MAC Transmit Errors ] MAC Transmit Errors o
Carrier Sense Errars o Carrier Sense Errars 0
Frame Too Long ] Frame Too Long o
MAC Receive Errors o Qc Receive Errors 0 /
Interface Counters
In Octets 12946511
In Ucast Packets 34336
In NUcast Packats 53062
In Discards 0
In Errors 0
In Unknovm Protos 0
Out Octets 12241335
Out Ucast Packets 124704 —
Out NUcast Packets 27
Out Discards o
'j Out Errors 0
Al 1y x|

This table describes the field most commonly used on the Ethernet Statistics
web page.
Table 25 - Ethernet Statistics Web Page

| Field Specifies

| Ethernet Port 1 (These definitions apply to the same fields in the Ethernet Port 2 section.)

Interface State Whether the port is turned off or on. Active or inactive indicates whether there is a cable connected.

Link Status Whether the port is blocked for DLR protocol frames.

Speed Whether the Ethernet port is operating at 10 or 100 MBps.

Duplex Whether the Ethernet port is operating at half duplex or full duplex.

Whether the port speed and Duplex mode were determined via autonegotiation or whether they were
manually configured.

Autonegotiate Status
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Table 25 - Ethernet Statistics Web Page

Field

Specifies

Media Counters Port 1

Alignment Errors

A frame containing bits that do not total an integral multiple of eight.

FCS Errors

A frame containing eight bits, at least one of which has been corrupted.

Single Collisions

The number of outgoing packets that encountered only one collision during transmission.

Multiple Collisions

The number of outgoing packets that encountered 2...15 collisions during transmission.

SQE Test Errors

A test to detect the collision-present circuit between a transceiver and a network interface card (NIC).

IMPORTANT: Because most NICs now have an integrated transceiver, the SQE test is unnecessary. Ignore
this media counter.

Deferred Transmissions

The number of outgoing packets whose transmission is deferred because the network is busy when the first
attempt is made to send them.

Late Collisions

The number of times two devices transmit data simultaneously.

Excessive Collisions

The number of frames that experience 16 consecutive collisions.

MAC Transmit Errors

Frames for which transmission fails due to an internal MAC sublayer transmit error.

Carrier Sense Errors

Times that the carrier sense condition was lost or never asserted when attempting to transmit a frame.

Frame Too Long

The number of incoming packets that exceed the maximum Ethernet packet size.

MAC Receive Errors

Frames for which reception on the Ethernet interface failed due to an internal MAC sublayer receive error.

Connection Manager Cmd Object Info Web Page

The Connection Manager Cmd Object Info web page provides a summary of
connection request activity on the Ethernet network.

The most commonly used field on this page is Connections Closed due to a
Timeout. This field shows the number of CIP connection timeouts that have
occurred on the module.

Expand Minimize
D Home

Diagnostics
Dizgrostic Overview
Network Settings
Application Connections
Bridge Connections
Ethernet Statistics
Ring Statistics

Advanced Diagnostics

ﬁ TCR/IP Hetwork
Miscellaneous
System Data
Tasks
Event Loa

Y] 1756-EN2TR/A Automation

4| [ system pata Y Connection Manager Cmd Object Info -
Connection Manager Cmd Object Info Value
CIP Common Service Reguests o
Unconnected Send Service Requests 64
FridOpen Requests (Conn's Originated Remotely) 282

FwdClose Requests (Conn's Criginated Remately)
ConnOpen Requests (Conn's Originated Locally)
ConnClose Requests (Conn's Originated Locally)
GetConnTags Requests

Sacondary FrdOpen Requests

Coosummar Ticmaouts Doonrtad

o b o o o o &

Connections Closed due to a Timeout
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Ring Statistics Web Page

IMPORTANT The Ring Statistics web page, and the descriptions in this section, only
apply to modules you can use in a Device-level Ring (DLR) network:

e 1756-EN2TR communication module
e 1756-EN3TR communication module

The Ring Statistics web page provides a summary of the module’s operating state
in a DLR application.

The most commonly monitored fields are circled in the graphic and described in
the table that follows.

Minimize

M rome

Diagnostics
Diagnostic Overview
Network Settings
Application Connections
Bridge Connections
Ethernet Statistics
Ring Statistics
Advanced Diagnostics
D TCR/IP Network
Miscellznecus
System Data
Tasks
Event Log
Assert Log
m Heap (CIP) Statistics
Generzl Memory Statisi

m Brovse Chassis

Table 26 - Ring Statistics Web Page

1756-EN2TR/A

[n] - Ri 1

Diagnostic Overvien N, Network Settings |, Application Connections  Bridge Connections ™ _Ethernet Statistics Y| Ring Statistics

Network ing Fault Location P MAC

Network Topology Linear / Star st Active Node on Port 1 0.0.0.0 000000000000

Locmal st Active Node on Port 2 0.0.0.0 000000000000

Natuncl Shabig
Ring Supervisor

< Ring Supervisor Mode
N ;

Disabl=d dress 0.0.0.0 000000000000
T MR
Prevgdence o

Ring Protocol Participants

0
Count
Ring Faults Detected 0
Ring Advanced Config
Beacon Interval 400
Beacon Timeout 1960
Supervisor Precedence 0
Protocol VLAN ID 1]

Saconds Between Refresh: |18 Disable Refrash with 0.

This table describes the field most commonly used on the Ring Statistics
web page.

Field

Specifies

Ring Supervisor

Ring Supervisor Mode

Whether a module is configured to function as supervisor node or a ring node.

Ring Supervisor Status

Whether a module that is configured to function as a supervisor node is functioning as the active ring
supervisor or a backup supervisor node.

Ring Fault Location

Last Active Node on Port 1

The IP or MAC ID address of the last active node between port 1 on the module and the faulted part of the
network.

Last Active Node on Port 2

The IP or MAC ID address of the last active node between port 2 on the module and the faulted part of the
network.

Active Ring Supervisor

Address The IP or MAC ID address of the active ring supervisor.
Precedence The precedence value of the module. If the active supervisor node’s operation is interrupted the backup
supervisor with the next highest precedence value becomes the active supervisor node.
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1756-ENBT Module

These are the most commonly diagnostic web pages for the 1756-ENBT module:

* Diagnostic Overview Page

¢ Ethernet Statistics

IMPORTANT

The 1756-ENBT module also offers these diagnostic web pages
for monitoring the module:

¢ Network Settings

¢ Message Connections

¢ /0 Connections

These web pages are not as commonly used as the three
described in this section and are not described here.

Diagnostic Overview Page

The Diagnostic Overview web page presents a summary of the current
configuration and overall status of the module. The most commonly monitored
fields are circled in the graphic and described in the table that follows.

Address —éj http: f10.88,92, 101 findex, html

@ Allen-Bradley

d Minimize

Hpan
E Home
ﬁ Diagnostics

Diagnostic Querview
Metwork Settings
Meszage Connections
I/O Connections
Ethernet Statistics
ﬁ Advanced Diagnostics
Browse Chaszis

v Go Links ** @ S
1756-ENBT/A Automation
Diagnostic Oueruiew\ Metwaork Settings\J\ Message Connections\L /o Connections\{ Ethernet Statiztics -
'/Ethemet Link TCP Connections [(CIP)
Speed 100 Mbps= Currernt TCP Connections @
Duplex Full Duplex TCP Connedtion Limit
Autonegotists Status Autonegotiate Speed Maxzimum Cbserved 1
and Duplex
CIP Messaging Statistics
Systenm Resource Utilization
Mezzages Sent 3
CPU 0,20 % .
\ Mezzages Recsived 1139422
UCMM Sent 281037
Web Server
UCMM Received 881039
Server Errors [u]
Fedirects 2
I/0 Packet/Second Statistics
Timeouts a
Total
Access Yialations 1}
Sent
Page Hits 211
= Received u]
Forrn Hits a
Inhibited [t}
Total Hits g13 _
Rejected u]
Capacity S000
CIP Connection Statistics
Actual Reserve 5000
Current CIP Mzg Connections
Theoretical Resarve 5000
CIP Mzg Connection Limit
Max Msg Connections Observed w L
1/0 Packet Counter Statistics
Current CIP I/ Connections
Total a
CIP /2 Connedtion Limit z
Sent o
Max IF0 Connections Observed 0
Feceived lu]
Conn Cpens 1
= Inhibited 0
Open Errors o
& Rejected
Caonn Clozes 1}
Mizzed
Close Errars
Conn Tirmeouts
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Table 27 - Diagnostic Overview Web Page

Field Specifies

Ethernet Link
Speed Whether the Ethernet port is operating at 10 Mbps or 100 Mbps.
Duplex Whether the Ethernet port is operating at half duplex or full duplex.

Autonegotiate Status

Whether the port speed and duplex mode were determined via autonegotiation or manual configuration.

System Resource Utilization

Number of times a page has been requested for which the user has insufficient privilege.

CPU

Current percent CPU utilization for the module.

CIP Connection Statistics

Current CIP MSG Connections

Current number of CIP connections for message.

Current CIP /0 Connections

Current number of CIP connections for /0.

Conn Timeouts

Number of CIP connection timeouts.

TCP Connections (CIP)

Current TCP Connections

Current number of active TCP connections for CIP messaging.

1/0 Packet / Second Statistics

Total

Total number of Class 1 UDP packets the module transmitted and received in the last one-second snapshot.
The Total is the sum of the Sent, Received, Inhibited, and Rejected numbers.

1/0 Packet Counter Statistics

Missed

Cumulative number packets that were not received in order.

Each UDP packet has a sequence number and if a packet is missing (corrupted or dropped), the module will
recognize this void upon receipt of the next packet received.
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Minirnize

Expand

m Horme
a Ciagnostics

Diagnostic Ouearview
Metwork Settings
Meszzage Connections
I/ 2 Connections
Ethernet Statiztics
ﬁ Advanced Diagnostics
m Browze Chassiz

Ethernet Statistics

The Ethernet Statistics diagnostic web page presents a summary of the status of
communication activity on the Ethernet network.

The most commonly monitored fields are circled in the graphic and described in
the table that follows.

D Alien-Bradiey 1756-ENBT/A Auromaﬁm:

Diagnostic Overview \k Netwaork Settings \ Meszage Connections \L I/ O Connedions N Ethernet Statiztics

Cut Discards

ot Errors

Table 28 - Ethernet Statistics Web Page

/Ethernet Link Media Counters \
Speed 100 Mbps Alignment Errors u]
Duplex Full Dupla:x FZ5S Errars o
Autonegotiste Status gti;:i;igotlate Speed an Single Collisions u]

\ Multiple Collisions [u]

SQE Test Errors o
Interface Counters

Deferred Transmissions 1}
In Ochets FleSzZ10

Late Collisions i}
In Ucast Packets 634624

Excaszive Collizians u]
In MUcazt Packets 20361

MAC Transrnit Errors o
In Discards 1}

Carrier Sense Errors o
In Errors o

Frarme Too Long o
In Unknown Protas u]

MAC Receive Errors [u]
Couk Dichets FO3SE06S
Cut Ucast Packets 633518
Cut Mlcast Packets 1490

[u]
o

Seconds Between Refrash: |15 Dizable Refrezh with 0

Field Specifies
Ethernet Link
Speed Whether the Ethernet port is operating at 10 or 100 MBps.
Duplex Whether the Ethernet port is operating at half duplex or full duplex.

Autonegotiate Status

Whether the port speed and Duplex mode were determined via autonegotiation or whether they
were manually configured.

Media Counters

Alignment Errors

A frame containing bits that do not total an integral multiple of eight.

FCS Errors

A frame containing eight bits, at least one of which has been corrupted.

Single Collisions

The number of outgoing packets that encountered only one collision during transmission.

Multiple Collisions

The number of outgoing packets that encountered 2...15 collisions during transmission.

SQE Test Errors

A test to detect the collision-present circuit between a transceiver and a network interface card
(NIC).

Important: Because most NICs now have an integrated transceiver, the SQE test is unnecessary.
Ignore this media counter.

Deferred Transmissions

The number of outgoing packets whose transmission is deferred because the network is busy when
the first attempt is made to send them.
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Table 28 - Ethernet Statistics Web Page

Field

Specifies

Media Counters

Late Collisions

The number of times two devices transmit data simultaneously.

Excessive Collisions

The number of frames that experience 16 consecutive collisions.

MAC Transmit Errors

Frames for which transmission fails due to an internal MAC sublayer transmit error.

Carrier Sense Errors

Times that the carrier sense condition was lost or never asserted when attempting to transmit a
frame.

Frame Too Long

The number of incoming packets that exceed the maximum Ethernet packet size.

MAC Receive Errors Frames for which reception on the Ethernet interface failed due to an internal MAC sublayer receive
error.
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Chapter 10

Troubleshoot an EtherNet/IP Communication
Module with Diagnostic Web Pages

This chapter explains how to troubleshoot problems with your EtherNet/IP
communication modules.

Topic Page
Access Web Browser Support 117
Troubleshoot the 1756-ENBT Communication Module 119
Troubleshoot the 1756-EN2TR Communication Module 126
Switch Considerations 135
Internet Group Multicast Protocol 135
Virtual Local Area Networks 136
Port Mirroring 137

Table 29 - Troubleshooting Content Guide

For Consult these sections
Basic troubleshooting help Web Browser Support
Advice on choosing the correct switch to Switch Considerations

troubleshoot module problems

Advanced troubleshooting help e |nternet Group Multicast Protocol
e \/irtual Local Area Networks
e Port Mirroring

Access Weh To troubleshoot most possible problems with your EtherNet/IP communication
Browser Support

module, you need to access the module’s diagnostic web pages.

IMPORTANT The number and type of diagnostic fields vary by module catalog number,
RSLogix 5000 software version and module firmware revision.

For example, this chapter describes the diagnostic web pages for these
modules:

e 1756-EN2TR EtherNet/IP communication module
e 1756-ENBT EtherNet/IP communication module
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To access your EtherNet/IP communication module diagnostic web pages, follow
these steps.

1. Open your web browser.

2. In the Address field, type your EtherNet/IP communication module
internet protocol (IP) address and press Enter.

The diagnostic web home page appears.

Ethernet/IP Module Internet Protocol (IP) Address

Ackdress | &] http: 110,686,592, 1 e, ol v B ks ? @&
@ 5 % / Rockwell
i 1756-ENBT/A Automation
Minimize [Home
m Home
E Diagnostics Device Mame 17SE-EMBT/A
Browse Chassis Device Description
Device Location LT
Wisit AB. corn for additional
Ethernet Addrezs (MAC) O0:00:BC 2B 9300 infarmation
IP Addrass 10.28,92.100
Product Revision 4,003 Build 2 ESnEEES
Firmware Yersion Date dun & Z006, 14:03;:27
Serial Mumber OOZES9AR
Status Specific: 0xg
Uptire 1 day, 04h:51m:13s

3. Open the Diagnostics folder in the left-most navigation bar and click the
link for each diagnostic web page you need to monitor.

@ Allen-Bradley

— |

ﬁ Cizgnostics >
m Dizgnostic Sverview

Metwaork Settings
mApplication Connections
Bridge Connections
Ethernet Statistics

Ring Statistics
o -
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Use this table to determine what diagnostic web page to use when you
Troubleshoot the g pag ¥

1756-ENBT c ommunication troubleshoot the most common technical issues on your module.
Module Table 30 - Required Diagnostic Web Pages

Technical Issue Diagnostic Web Page

Port speed or settings

Required converter type

— Diagnostic Overview Statistics
CPU utilization

Number of missed 1/0 packets

Status of connections Message Connections

Status of 1/0 connections )
/0 Connections

Number of lost I/0 connections

Intermittent Ethernet connectivity Ethernet Statistics

Diagnostic Overview Statistics

The Diagnostic Overview web page presents a summary of the current
configuration and overall status of the module.

Adchezs [ ] hetp:/10.88.92.101 index. heml v oo lnks ” @@~
@ Allen-Bradiey v / Rockwell
1756-ENBT/A Automation
Minirnize Diagnostic Oueruiew\l\ Network Settings \k Mezzage Connections V\ I/0 Connections \ Ethernet Statistics A
Horme
Diagnaostics Ethernet Link TCP Connections (CIP)
E Diagnostic Ouerview {b 100 Mbps &
Metwork Settings Full Cuplex TCP Connecion Lirnit 54

E Message Connections N Autonegotiste Speed and  Maxirmum Obszeruad 1
Autonegotiate Status |
E I/ Connections Duplex

Ethernet Statistics CIP Messaging Statistics

7 . ¥ Resource Uli
EAduanced Diagnostics Messages Sent 3
i cPU 1.10 %
Browse Chassis Messages Recejved 658230
UCHMM Sent E36037
Web Server
UCMM Receivad 696099
Server Errars o
Fediracts 1
I/0 Packet/Second Statistics
Tirmeouts o
Total Qo
Access Violations o
Sent [z}
Page Hits 550
= Feceived a
F Hit: o
SRR trhibited o
Total Hits 55%: )
Rejected [u]
Capacity 5000

CIP Connection Statistics

Actual Reserve S000
urrent CIP Msg Connections ]

Theoretical Resarve 5000
CIP Msg Connection Limit izs
Max Msg Connections Observed il o
I/0 Packet Counter Statistics
urrent CIPF I/O Connedtions o
Total o
CIP I/ O Connection Limit iza
Sent o
Max IO Connections Obzervad s}
Received o
Conn Opens 1
£ Inhibited o
Cpen Errars a 3
Rejected i
Conn Clozes o =
Close Errors o
0

< | > Seconds Between Refrash |0 | Disable Rafresh with 0,
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1. Review the values in the Ethernet Link table.
Ethernet Link
Speed 100 Mbps
Cuplex Full Duple:x
Autonegotiate Status g:‘;:;:igotiate Speed and
If And you Then
Speed is 100 or | Do not want to change your port speed No action is required.
1000
Mbps Important: 100 Mbps is the default port speed.
Want to reduce your port speed to 10 You must manually configure your module and reset your module.
Mbps
10 Want to increase your port speed to 100 Reset your module
Mbps Mbps
Do not want to change your port speed No action is required.
Duplex is Full Are sending large amounts of data No action is required.
Important: Full Duplex is the default port setting.
Full-duplex ports eliminate collisions because each device has separate
channels for the transmission and receipt of large amounts of data.
Half Are not sending large amounts of data No action is required.
Important: Delays due to collisions or switch traffic are usually negligible, but
can become a problem if you need to send a lot of data.
Are sending large amounts of data Change your module’s Duplex setting to Full.
Autonegotiate | Speed | Are using a fiber converter Change your module’s Autonegotiate status to None.
Status is and/or
Duplex Important: Fiber links do not support autonegotiation.
Are not using a fiber converter No action is required.
Important: Speed and/or Duplex is the default setting.
Autonegotation enables devices to select the best way to communicate
without you having to do any configuring. All devices with an Ethernet speed
rating of 100 Mbps are required to support autonegotiation.
None Are not using a fiber converter Change your module’s Autonegotiate status to Speed and/or Duplex.
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2. Review the System Resource Utilization table to evaluate your CPU

utilization.
Resource
[1-10] 1.60 %
If the CPU Then

utilization rate is

0...80%

No action is required.

Important: This is the optimal rate.

Greater than 80% | @ Take steps to reduce your CPU utilization. See Internet Group Multicast

Protocol on page 135.
e Adjust your connection’s requested packet interval (RPI).
¢ Reduce the number of devices connected to your module.
Important: Your EtherNet/IP communication module can function at 100%

CPU capacity, but at or near this rate, you run the risk of CPU saturation and
performance problems.

3. Review the Missed field in the I/O Packet Counter Statistics table.

I/0 Packet Counter Statistics

Tot.

Sent

Fecaived

Inh
Foej
Mis

al

ibited
ectad

o o o o o o

A

zad

This field shows how many I/O packets have been missed. Your EtherNet/

IP

communication module may lose I/O packets due to these conditions:

Packets are produced faster than the connection’s requested packet
interval (RPI). This happens for change-of-state connections or a new
consumer requesting a faster RPI than the first consumer.

A packet is received out of sequence.

4. If more than zero packets have been recorded as lost, review the Inhibited
and Rejected fields in the I/O Packet Counter Statistics table.

Rockwell Automatio

I/0 Packet Counter Statistics
Total

Sent

Received

Inhibited

AA

Rejected

o o o o o o

Mizzed
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If

Then

There are more than zero
inhibited 1/0 packets

Reconfigure your module to produce packets no more quickly than the connection’s RPI.

There are more than zero
rejected /0 packets

View the Message Connections diagnostic web page to confirm what, if any, connections are closed. For more
information, see Message Connections on page 122.

Important: If more than four 1/0 packets have been rejected, your module has probably lost its connection.

There are possibly duplicate module IP addresses. Many EtherNet/IP communication modules can detect duplicate IP
addresses.

A packet has possibly been received out of sequence and rejected because the previous packet was inhibited.

Reconfigure your module to produce packets no more quickly than the connection’s RPI.

Message Connections

If you want to check the status of your module connections, click the Message
Connections tab.

The Message Connections diagnostic web page appears.

Minirnize

El Horme

Diagnostics
Diagnostic Ouarviaw
Metwork Settings

Meszane Cannertinns

122

Automation

Diagnostic Overview S| Network Settings N Mes:zage Connections “_I/O Connections N, Ethernst Statistics

Conn # Connection Id Originator Target Bridged State

1 Ox081101 10.28.61. 206 10,88, 60.194 fes Active

Seconds Between Refresh: |15 Dizable Refrezh with 0.

These are the four connection states:
e Active
* Closing
¢ Faulted

¢ Reserved
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e i Tt et

1/0 Connections

If you want to check the status of your module’s I/O connections, click the I/O
Connections tab.

The I/0 Connections diagnostic web page appears.

(=) =]

D alien-Bradiey Syl =N BT/A Auro maﬁm:

Minimize [ Diagnostic overview N Hetwork Settings N Message Connections N I/0 Connections ,_Ethernet Statistics

E Harme
= Diagnostics
Conn 5# / UpTine
Diagnostic Ouerdiew
Metwork Settings 2838
Message Connections a0h:0d e 20e

I/ O Connections

Ethernet Statistics

Advanced Diagnostics 00h:00m:35s
ﬁ EtherMet/IP

J2GT

O Encapsulation Statistic
=

Rew/¥mt  Connection Id  Source Dest Multicast Address RPI lost Size
Ry OxcE5denz 10,%8,60,188 (0) 10.88,60,1%94 2 ] 0
At Oxc25des? 10.88.80.184 (T) 10.88.80.188 235.2%35,285,233 b3 q
Focw Ox242e081 10.88.60.188 (T) 10.88.60,194 239.192.24.128 ia ] 4
At 0x242a001 10.88.60.1594 (O] 10.88.60,188 10 0

Seconds Between Refrash: |15 Disable Refrash with 0.

The Lost column shows the number of I/O packets that were not received.

IMPORTANT To troubleshoot lost I/0 packets, review the 1/0 Packet Counter
Statistics table in the Diagnostic Overview tab. See page 121.

Ethernet Statistics

Your EtherNet/IP communication module may experience intermittent network
connectivity due to these conditions:

* Duplex mismatch

* Electrical noise induced into a cable or resulting from a Logix/switch
ground potential difference

* Bad hardware, such as a cable or switch part

Before troubleshooting this problem, familiarize yourself with these Ethernet
statistics, or media counters.

Media Counter Definition

Alignment Errors A frame containing bits that do not total an integral multiple of eight.

Alignment errors often result from:

e starting or stopping of module.

e MAC-layer packet formation problems.

e cabling problems that corrupt or eliminate data.

® packets passing through more than two cascaded multiport transceivers.

FCS Errors A frame containing eight bits, at least one of which has been corrupted.

FCS errors often result from these conditions:
e Starting or stopping the module
e (Cabling problems that corrupt data

Important: Even though the acceptable Ethernet bit-error rate is 1 in 108, the typical rate is 1in 1012 or better.
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Media Counter

Definition

Single Collisions

The number of outgoing packets that encountered only one collision during transmission.

Multiple Collisions

The number of outgoing packets that encountered 2...15 collisions during transmission.

SQE Test Errors A test to detect the collision-present circuit between a transceiver and a network interface card (NIC).
Important: Because most NICs now have an integrated transceiver, the SQE test is unnecessary. Ignore this media counter.
Deferred The number of outgoing packets whose transmission is deferred because the network is busy when the first attempt is made to

Transmissions

send them.

Important: The module will only defer the first attempt to transmit a packet. After the first attempt, the module will transmit the
packet without checking. However, if the network is still busy, a collision will be recorded.

Late Collisions

The number of times two devices transmit data simultaneously.

Neither device detects a collision because the time it takes to send the signal from one end of the network to the other exceeds
the time needed to put the entire packet on the network. Consequently, neither device senses the other’s transmission until the
entire packet is out on the network.

Late collisions often result from these conditions:
e Excessive network segment length
¢ Repeaters between devices

Important: Large and small packets can be affected by late collisions. However, the transmitter cannot detect late collisions
between small packets. Consequently, a network that experiences measurable late collisions between large packets will also
lose small packets.

Excessive Collisions

The number of frames that experience 16 consecutive collisions.

MAC Transmit Errors

The number of frames for which transmission via a particular interface fails due to an internal MAC sublayer transmission error.

Important: MAC transmit errors are only counted if either late collisions, excessive collisions, or carrier sense errors are not
counted.

MAC Receive Errors

The number of frames for which reception via a particular interface fails due to an internal MAC sublayer transmission error.

Important: MAC receive errors are only counted if the frame too long count, alignment errors, or FCS errors are not counted.

Carrier Sense Errors

Carrier sense errors fall into these categories: o o
e No Carrier Sense Present - The number of times the carrier is not present when a transmission starts.
e Carrier Sense Lost - The number of times the carrier is lost during a transmission.

Carrier sense errors usually indicate a problem with a cable on the Ethernet infrastructure.

Frame Too Long

The number of incoming packets that exceed the maximum Ethernet packet size.
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To troubleshoot intermittent Ethernet connectivity, follow these steps.

1. Click the Ethernet Statistics tab.

fidcress | &) hetps/{10,68.92,101 findex. htm] ": Go | Links * @~

LW 1756-ENBT/A Ao

c Minirnize Diagnostic Ouerview\l\ Metwaork Settings\ Message Connections\l\ 110 Connections\ Ethernet Statistics \
E Home
a Disgrostics Ethernet Link Media Counters
Diagnostic Overview Speed 100 Mbps Alignrent Errars o
Metwork Settings Duplesx Full Duplesx FCS Errors o
Mezsage Connections Autonegotiate Status Autonegotiate Speed and Duplex Single Collisions o
10 Connedtions Multiple Collisions [x]
Ethernet Statistics Fraevtaca Eolirtans SQE Tast Errors o
Aduvanced Diagnostics T o ckeks 17875214 N i
& etheneip In Ucast Packets 123441 Late Callisions a
Encapsulation Statistic In Mlcast Packets a140 . 2
Encapsulation Sessior g
v} i e In Discards o MAC Transmit Errors o
a Nerura In Errors o Carrier Sense Errors o
B RS In Unknown Protos i} Frarne Too Lang o
1GMP Statistics Qut Octets 12434908 MAC Reczive Errors o
1P Statistics Cut Ucast Packets 124320
UDP Statistics Cut MUcast Packets ia7
TP Statistics Cut Discards il
Metwork Mernory Stati out Errors a
Mbuf Statistics o
ﬁ Rack Ohjact Seconds Between Refresh | Disable Refresh with O,
2. Review the values in the Media Counters table.
If Then
Any media counters are greater than zero You need to investigate further.
These errors are counted: A duplex mismatch exists between your EtherNet/IP communication module and the switch port.
e Alignment
e FCS To clear the duplex mismatch:
e Carrier Sense 1. Configure the EtherNet/IP communication module and the corresponding Ethernet switch port for a

forced operation, not autonegotiation.
2. Verify that the firmware revision of your Logix controller and switch or converter are identical.
3. If the revisions are not identical, replace the controller, switch or converter so that they match.

Single Collisions or Multiple Collisions are No action is required.
greater than zero
Important: If two stations attempt to transmit data simultaneously, the packets collide with each other.
However, collisions are not errors and do not indicate a network problem. The number of network
collisions can vary greatly due to traffic patterns or CPU utilization. Consequently, there is no set range of
acceptable collisions for each outgoing packet. Collisions are a normal aspect of Ethernet networking.

Late Collisions are greater than zero 1. Check to see if a network segment is too long.
2. Remove repeaters from between devices.

Excessive Collisions are greater than zero Calculate your network's typical rate of excessive collisions and decide whether the rate of packet loss
will affect your network’s performance.

Important: Excessive collisions indicate that your network has become congested. For each collision
after the sixteenth, your network drops a packet.

MAC Transit Errors are greater than zero No action is required.

Frame Too Long is greater than zero Limit the size of your tags to < 500 bytes.
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Troubleshoot the Use this table to determine what diagnostic web page to use when you
1756-EN2TR troubleshoot issues on your module.
Communication Module Table 31 - Required Diagnostic Web Pages

Technical Issue Diagnostic Web Page

CPU utilization Diagnostic Overview

CIP connection statistics

TCP connections
HMI/MSG statistics

I/0 and produce/consume packets per
second

I/0 and produce/consume packet counts

Link status Ethernet Statistics

Speed

Duplex

Autonegotiate status

Ethernet errors

Connections closed due to a Timeout Choose this path to tah:

Diagnostics>Advanced
Diagnostics>Miscellaneous>System Data>Connection
Manager Cmd Object Info

Network topology Ring Statistics

Network status

Ring supervisor statistics

Ring supervisor IP address or MAC ID

IMPORTANT The 1756-EN2TR communication module has two ports. Some
diagnostics are tracked for Port 1 and Port 2 because the values may be
different between ports.
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Diagnostic Overview Statistics

The Diagnostic Overview web page presents a summary of the current
configuration and overall status of the module.

WO 1756-EN2TR/A Automation

Minimize Dizgnostic Overview _Wetwork Settings “_Application Connections ™ Bridge Connections ~_Ethernet Statistics N Ring Statistics ]
M vome
Diagnostics Module Resource Utilization (All Ports) HMI/MSG (EtherNet/IP Port - Class 3)

Diagnostic Overview (=201 0.0 % Sent Packets Per Second @

Netrork Ssttings 1/0 Comms Utilization (Actuzl) = Recaived Packeats Per Second

Application Connections 1/0 Comms Utilization (Theerstical) 1.3 % Sent Bytes Per Second 1500

Bridgs Cennactions Actuzl Rate (I/O PPS) 758 Recaivad Bytes Par Second s56

Ethemst Statisties Theoretical Rate (1/0 PPS) 760 Sent Packet Count 1688

Ring Statistics
Recaived Packet Count 1688

FEbETE BEETSS CIP Connection Statistics (All Ports)

Active Total 1/0 and Prod/Cons Packets Per Second (EthaeNat/IP Port - Class 1)
Active Messaging Total 379
Active /O Sent 189

Maximum Total Observed Received 190

m Browse Chassis

Maximum Total Supported
1/0 and Prod/Cons Packet Counts (EtherNet/IP Port - Class 1)

TCP Connections (EtherNet/IP Port) Total 164183
Active Sent 81914
Maximum Observad Recaived 82263
Maximum Supported Rejected
Missed
Page Hits 886 Multicast Producers (EtherNet/IP Port - Class 1)
Form Hits ] Active 0
Maximum Observed 0
CIP Unconnected (EtherNet/IP Port) Maximum Supported 32
Sent Packets Per Second o EnzelAdtrees 239.192.28.0 b
Received Packets Per Second 0
Sent Packet Count 82
'ﬂ Received Packst Count 82
Al (S 1

1. Review the Module Resource Utilization table to monitor your
CPU utilization.

Module Resource Ulization (All Ports)
CRU 0.0 %

If the CPU Then
utilization rate is

0...80% No action is required.

Important: This is the optimal rate.

Greater than 80% | ® Take steps to reduce your CPU utilization. See Internet Group Multicast
Protocol on page 135.

e Adjust your connection’s requested packet interval (RPI).
¢ Reduce the number of devices connected to your module.
Important: Your EtherNet/IP communication module can function at 100%

CPU capacity, but at or near this rate, you run the risk of CPU saturation and
performance problems.
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2. Review the CIP Connection Statistics (All Ports) table to monitor CIP
connection usage.

CIP Connection Statistics (All Ports)

Active Total 4 -

Active Messaging i

Active I/O 3

Maximum Total Observed 7

Maximum Total Supported 259 --&

If the number of Active | Then

Total CIP connections

is this percentage of

the number of

Maximum Total

Supported

0..80% No action is required.

Important: This is the optimal rate.

Greater than 80% Take steps to reduce the number of active total CIP connections.
Important: Your EtherNet/IP communication module can
function if the number of active total CIP connections is greater
than 80% of the maximum total supported, but at or near this
rate, you run the risk of performance problems.

3. Review the TCP Connections (EtherNet/IP Port) table to monitor TCP

connection usage.

TCP Connections (EtherNet/IP Port)

Active 2 -
Maximum Observed z
Maximum Supported 128 -

If the number of Active | Then
Total TCP connections
is this percentage of
the number of
Maximum Total

Supported
0..80% No action is required.
Important: This is the optimal rate.
Greater than 80% Take steps to reduce the number of active total TCP connections.

Important: Your EtherNet/IP communication module can
function if the number of active total TCP connections is greater
than 80% of the maximum total supported, but at or near this
rate, you run the risk of performance problems.
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4. Review the HMI/MSG (EtherNet/IP Port - Class 3) table to monitor

Class 3 messaging statistics.

HMI/MSG (EtherNet/IP Port - Class 2)

Sent Packets Per Second 3 <%
Received Packets Per Second 3

Sent Bytes Per Second 1500
Received Bytes Per Second 556

Sent Packet Count 1688
Received Packet Count 1688

If the number of | Then
Sent: Packets
Per Second is
this percentage
of the module’s
capacity

0...80% No action is required.

Important: This is the optimal rate.

Greater than 80% | Take steps to reduce the number of Class 3 packets sent per second.

Important: Your EtherNet/IP communication module can function at
the 100% packets sent per second rate, but at or near this rate, you
run the risk of performance problems.

S. Review the I/O and Prod/Cons Packets Per Second (EtherNet/IP Port -
Class 1) table to monitor Class 1 messaging statistics.

I/0 and Prod/Cons Packets Per Second {EtherNet/IP Port - Class 1)

Total 379
Sent i89 -
Raceived 190

If the number of | Then
Sent is this
percentage of the
module’s
capacity

0..80% No action is required.

Important: This is the optimal rate.

Greater than 80% | Take steps to reduce the number of Class 1 packets sent per second.

Important: Your EtherNet/IP communication module can function at
the 100% packets sent per second rate, but at or near this rate, you
run the risk of performance problems.
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6. Review the Missed field in the I/O Packet Counter Statistics table.

1/0 and Prod/Cons Packet Counts (EtherNet/IP Port - Class 1)

Total
Sent
Received
Rejected
Missed

164183
81914
B228%9
0

0 -

This field shows how many I/O packets have been missed. Your
EtherNet/IP communication module may lose I/O packets due to
these conditions:

* DPackets are produced faster than the connection’s requested packet

interval (RPI). This happens for change-of-state connections or a new
consumer requesting a faster RPI than the first consumer.

* A packet is received out of sequence.

Ethernet Statistics

The Ethernet Statistics web page presents the current configuration of an
EtherNet/IP communication module and any errors that have occurred on the

module.

Minimize

Home
Diagnostics
Diagnostic Overview
Network: Settings
Application Connections
Bridge Connections
Ethernst Statistics
Ring Statistics
Advanced Diagnostics

m Browse Chassis

T

Diagnostic Cverview

Ethernet Port 1
Interface State
Link Status
Speed

Duplex

Autonegotiste Status

Media Counters Port 1
Alignment Errors

FCS Errors

Single Collisians
Multiple Collisions
SQE Tast Errors
Deferred Transmissions
Late Collisions
Excassive Collisions
MAC Transmit Errors
Carrier Sense Errors
Frame Too Long

MAC Receive Errors

Interface Counters
In Octsts

In Ucast Packets
In NUcast Packets
In Discards

In Errors

In Unknovwm Protos
Out Octets

Qut Ucast Packets
Out NUcast Packets
Out Discards

Out Errors

Netrork Settings

Bridge Connections

Apglication Connections

Ethernet Port 2
Interface State

Active Link Status

100 Mbps

Speed

Full Duples: Duplex

Autonegotiste Speed and Duplex / Autonegotiste Status

Media Counters Port 2
Alignment Errors

FCS Errors

Single Collisions
Multiple Collisions

SQE Test Errors
Deferred Transmissions
Late Collisians
Excessive Collisions
MAC Transmit Errors

Carrier Sense Errors

Frame Too Long

MAC Receive Errors

GMMMMMD

12946511
34336
82062

1}

1}

3}
12241395
124704
27

1}

o

Active
100 Mbps
Full Duplesc
Autonzgotiste Speed and Duplex,

Gacoaaccaao}

R 1756-EN2TR/A et

Ethernet Statistics “,_Ring Statistics

>l

IMPORTANT Because this example shows the diagnostic web pages for a 1756-EN2TR
module, diagnostic data is shown for two ports.
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1. Review the values in the Ethernet Port 1 table.

Ethernet Port 1

Interface State Enabled
Link Status Active -
Spead 100 Mbps -
Duplex Full Duplex -
Autonegotiate Status Autonegotiate Speed and Duplex &
If And you Then
Link Status Active | Do not want to change the status No action is required
Inactive | Want to establish communication on the | Reconfigure the module, or port, that is inactive.
network
Speed is 100 or | Do not want to change your port speed No action is required.
1000
Mbps Important: 100 Mbps is the default port speed.
Want to reduce your port speed to 10 You must manually configure your module and reset your module.
Mbps
10 Want to increase your port speed to 100 Reset your module
Mbps Mbps
Do not want to change your port speed No action is required.
Duplex is Full Are sending large amounts of data No action is required.
Important: Full Duplex is the default port setting.
Full-duplex ports eliminate collisions because each device has separate
channels for the transmission and receipt of large amounts of data.
Half Are not sending large amounts of data No action is required.

Important: Delays due to collisions or switch traffic are usually negligible, but

can become a problem if you need to send a lot of data.

Are sending large amounts of data

Change your module’s Duplex setting to Full.

Auton?ﬂotiate Speed
Status'"' is and/or
Duplex

Are using a fiber converter

Change your module’s Autonegotiate status to None.

Important: Fiber links do not support autonegotiation.

Are not using a fiber converter

No action is required.
Important: Speed and/or Duplex is the default setting.

Autonegotation enables devices to select the best way to communicate

without you having to do any configuring. All devices with an Ethernet speed

rating of 100 Mbps are required to support autonegotiation.

None

Are not using a fiber converter

Change your module’s Autonegotiate status to Speed and/or Duplex.

(1) When you use an EtherNet/IP communication module with multiple ports, make sure you use the same Autonegotiate Status configuration for both ports.
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2. Review the values in the Media Counters Port 1 table.

Media Counters Port 1
Alignment Errors

FCS Errors

Single Collisions
Multiple Collisions
SQE Test Errors
Deferred Transmissions
Late Collisions
Excessive Collisions
MAC Transmit Errors
Carrier Sense Errors

Frame Too Long

[ T = R Y T s N Y T s Y s R = R

MAC Receive Errors

If

Then

Any media counters are greater than zero

You need to investigate further.

These errors are counted:
e Alignment

e FCS

e (Carrier Sense

A duplex mismatch exists between your EtherNet/IP communication module and the switch port.

To clear the duplex mismatch:

1. Configure the EtherNet/IP communication module and the corresponding Ethernet switch port for a
forced operation, not autonegotiation.

2. Verify that the firmware revision of your Logix controller and switch or converter are identical.

3. If the revisions are not identical, replace the controller, switch or converter so that they match.

Single Collisions or Multiple Collisions are
greater than zero

No action is required.

Important: If two stations attempt to transmit data simultaneously, the packets collide with each other.
However, collisions are not errors and do not indicate a network problem. The number of network
collisions can vary greatly due to traffic patterns or CPU utilization. Consequently, there is no set range of
acceptable collisions for each outgoing packet. Collisions are a normal aspect of Ethernet networking.

Late Collisions are greater than zero

1. Check to see if a network segment is too long.
2. Remove repeaters from between devices.

Excessive Collisions are greater than zero

Calculate your network's typical rate of excessive collisions and decide whether the rate of packet loss
will affect your network’s performance.

Important: Excessive collisions indicate that your network has become congested. For each collision
after the sixteenth, your network drops a packet.

MAC Transit Errors are greater than zero

No action is required.

Frame Too Long is greater than zero

Limit the size of your tags to < 500 bytes.
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Connection Manager Cmd Object Info

The Connection Manager Cmd Object Info web page presents the number of

Connections Close due to a Timeout.

R 1756-EN2TR/A

Expand Minimize
[0 vome
Diagnostics
Diagnostic Overview
Network Settings
Application Connections
Bridge Connactions
Ethernet Statistics
(D Ring Statistics
Advanced Diagnostics
(G reerie natvork
Miscellan=ous
Systam Data
Tasks
Event Loa
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System Data Y Connection Manager Cmd Object Info

Connection Manager Cmd Object Info

CIP Common Service Requests

Unconnected Send Service Requests

FedOpen Requests (Conn's Criginated Remately)
FudClose Requests (Conn's Originated Remotely)
ConnOpen Requests (Conn's Originated Locally)
ConnClose Requests (Conn's Originatad Locally)
GetConnTags Requests

Secondary FrdOpen Requests

Consumer Timeouts Reported

Connactions Closed due to a Timeout

!

ockwell
Automation

Monitor the Connections Closed due to a Timeout field. The value for this field

should be zero.
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Ring Statistics

The Ring Statistics web page presents information on how the module is
operating in a Device-level Ring (DLR) topology.

Allen-Bradley WS AT = \PARY]Y

Application Connactions
Bridge Connections Ring Supervisor

Ethernet Statistics Ring Supervisor Mode Disabled
Ring Statistics Ring Supervisor Status No Ring
Advanced Diagnostics Ring Protocol Participants

(5 Tcpy1p Network Count

Miscallzn=ous Ring Faults Detected

Active Ring Sup

Address 0.0.0.0 000000000000

Pracadance

0 Diagnostic Overview Network Topology Linear / Star Last Active Node on Port 1 0.0.0.0 000000000000
% Metvork Settings Metworle Status Normal Last Active Node on Port 2 0.0.0.0 000000000000
5}
o

Automation
Minimize Diagnostic Overview  Network Settings ™, Application Connections N Bridge Connections ™ Ethernet Statistics Y Ring Statistics
[ home
Diagnostics Network Ring Fault Location 13 MAC

System Data Ring Advanced Config

Tasks
Beacon Interval 400

Event Log

Assert Log Beacon Timeout 1960

Heap (CIP) Statistics Supervisor Precedencs [}

General Memory Statis Protocol VLAN ID o

m Browse Chassis
Seconds Between Refresh: |19 Disable Refresh with 0.

Field Value
Network Topology Either of these values:

e Linear/Star
* Ring

Network Status

Either of these values:
e Normal
¢ Ring Fault

Ring Supervisor Mode

Either of these values:
e Enabled
e Disabled

Ring Supervisor Status

Status can be either of these values:
® Active

e Back-up

* Noring

Status depends on the ring supervisor mode.

Address

Either of these:
e Module's IP address
e Module's MAC ID

IMPORTANT The Ring Statistics web page is only available with EtherNet/IP

communication modules that have tw ports, such as the 1756-EN2TR

communication module.
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Switch Considerations To help troubleshoot your EtherNet/IP network, you must use a managed switch.

These are important features in a managed switch:
* Internet Group Multicast Protocol (IGMP) snooping

* Support for Virtual Local Area Networks (VLAN)

* Port mirroring

IMPORTANT Use a switch equipped with wire-speed switching fabric. The switch
fabric is a measure of the maximum traffic that a switch can handle
without dropping a packet and without storing a packet in memory.
Wire-speed switching fabric refers to a switch that can handle the
maximum data rate of the network on each of its ports.

Switches are typically rated in Gbps. For a 10-port switch connected
to EtherNet/IP products, the maximum data rate needed is typically
100...200 MB/s. Therefore, a 10-port-switch rated at least 1 GB/s
should be adequate for an EtherNet/IP application.

Internet Group Multicast Protocol

EtherNet/IP implicit (I/O) messaging mostly uses IP multicasting to distribute
I/O control data, which is consistent with the CIP produced/consumer model.
Most switches retransmit multicast packets and broadcast packets to all ports.

IGMP snooping constrains the flooding of multicast traftic by dynamically
configuring switch ports so that multicast traffic is forwarded only to ports
associated with a particular IP multicast group. This also helps minimize the
CPU utilization rate.

Switches that support IGMP snooping learn which ports have devices that are
part of a particular multicast group and only forward the multicast packets to the
ports that are part of the multicast group.

IMPORTANT Not all switches support the IGMP snooping querier function, that is,
snooping. Those that do not support IGMP snooping querier require a
router. For switches that do support IGMP snooping, you can configure
them to conduct the polling.
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IGMP snooping cannot control unicast or broadcast traffic. To learn how to
control unicast or broadcast traffic, see Virtual Local Area Networks on

page 136.

This example assumes that the switch does not support IGMP snooping querier
function, so a router is required.

Figure 13 - IGMP Snooping Example
Plant Network

l

Router sends out IGMP polls to
determine members of a multicast group,

Switch listens to the polls and responses and Controller
identifies members of each multicast group. (Consumer)
1/0 /0 1/0
(Multicast Producer) (Multicast Producer) (Multicast Producer)

Virtual Local Area Networks

With a managed switch, you can establish virtual local area networks (VLAN) to
segregate various kinds of network traffic and also increase security between your
networks. You could create multiple isolated networks so that the traffic from one
network does not burden the other network.

As with IGMP snooping, VLAN can control multicast traffic. However, unlike
IGMP snooping, VLAN can also control and block this traffic:

¢ Unicast traffic

¢ Broadcast traffic
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Figure 14 - Virtual Local Area Networks (VLAN)

Controller A

Workstation Controller B

Switch

1/0

1/0

1/0

1/0

Port Mirroring

Select a managed switch that supports port mirroring. With port mirroring, you
can direct frames being transmitted on one port to another port for analysis by a
traffic analyzer. Besides monitoring your Ethernet media counters, port mirroring
enables you to immediately spot anomalies in traffic flow. A traffic analyzer can
monitor the traffic on a given port and troubleshoot a problem. Without port
mirroring, you cannot see frames on other ports. With hubs this is not an issue
because all frames are transmitted out all ports. The effective support and
maintenance of Ethernet networks often depends on reliable traffic analysis.

These are some benefits of port mirroring:
* Monitoring explicit messages between controllers

* Monitoring implicit or I/O traffic
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ENET-UMO001I-EN-P,
January 2010

ENET-UMO01H-EN-P,
September 2009

History of Changes

Topic Page
ENET-UMOO1I-EN-P, January 2010 139
ENET-UMOOTH-EN-P, September 2009 139
ENET-UMO001G-EN-P, November 2008 140
ENET-UMOO1F-EN-P, November 2006 140
ENET-UMOO1E-EN-P, January 2006 140
ENET-UMO001D-EN-P, July 2005 141
ENET-UMO001C-EN-P, October 2004 141
ENET-UMOO01B-EN-P, June 2004 14
Change

Added description of 1783-ETAP1F and 1783-ETAP2F EtherNet/IP Fiber Taps to the EtherNet/IP
Overview chapter

Updated Rockwell Automation Products with Embedded Switch Technology section
Added 1783-ETAP. 1783-ETAP1F, and 1783-ETAPZF EtherNet/IP Tap Status Indicators

Change

Added new products added to the EtherNet/IP Overview chapter

Configure a Supervisor on a Device Level Ring Network

Added 1783-ETAP EtherNet/IP Tap Status Indicators

Added 1734-AENT and 1734-AENTR EtherNet/IP POINT I/0 Adapter Status Indicators
Added 1738-AENTR ArmorPoint I/0 2-port EtherNet/IP Adapter Status Indicators
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ENET-UMO001G-EN-P,

Change

November 2008

Added New modules, including 1756-EN2F, 1769-L23E-QBx packaged controllers

Added Safety I/0 in EtherNet/IP Control Systems

Added Set the Requested Packet Interval (RPI)

Added Troubleshoot an EtherNet/IP Module

Added Fiber Cable and LC Connector

Added Interpret the Status Indicators

Added 1756-EN2F EtherNet/IP Module Status Indicators

|
| Added Configure Stratix Switches
|
|
|
|
|
| Added 1769-L23E-QB1B, 1769-L23E-QBFC1B Controllers Status Indicators

ENET-UMO001F-EN-P,

Change

November 2006

Added about the 1756-EN2T Module

Added about the 1734-AENT Module

Added about the 20-COMM-E Module

Added about the 22-COMM-E Module

Added Set the IP Network Address

Added USB Port Connection

Added 1734-AENT EtherNet/IP POINT I/0 Adapter Status Indicators

ENET-UMOO1E-EN-P,

Change

January 2006

Added 1768-ENBT Overview

Added Module LED Indicators

Added EtherNet/IP Network Connections
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ENET-UMO001D-EN-P,

JUIy 2005 Added 1769-L35E controllers using firmware revision 15.01 support duplicate IP address detection
| Added 1769-L32E and 1769-L35E LED indicators

Change

ENET-UM001C-EN-P,
October 2004

Change

The following modules support email capability:

e 1756-ENBT, firmware revision 3.3

e 1788-ENBT, firmware revision 2.1

e 1769-L32E and 1769-L35E, all firmware revisions

Change

June 2004

Added description of the new duplicate IP address detection feature. The following EtherNet/IP
modules support duplicate IP address detection:

e 1756-ENBT, firmware revision 3.2

e 1788-ENBT, firmware revision 2.1

Added information on IP address swapping

Additional information on using DNS addressing

Additional information regarding communication formats

Updated web-based diagnostic pages

| ENET-UMO001B-EN-P,
1
1
1
1
1

Corrections to module certifications
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Introduction_Catagory Types

		This tab summarizes Rockwell Automation Global Sales and Marketing preferred printing standards. It also provides guidance on whether a publication should be released as JIT (print on demand) or if it requires an RFQ for offset printing.
Find your publication type in the first section below. Use the assigned Printing Category information to determine the standard print specifications for that document type. The Printing Categories are defined below the Publication Type section. Note there may be slightly different print specifications for the categories, depending on the region (EMEA or Americas).
For more information on Global Sales and Marketing Printing Standards, see publication RA-CO004 in DocMan.

		Publication Type and Print Category

		Publication Type		Off Set Print Category Spec. (See table below)		JIT Spec. (See table below)		Description		Order Min **		Order Max **		Life Cycle Usage / Release Option

		AD		NA - Puttman		NA		Advertisement Reprint Colour		NA		NA		Presale / Internal

		AP		A3		D2		Application Solution or Customer Success Story		5		100		Presale / External

		AR		NA		NA		Article/Editorial/Byline		NA		NA		Presale / Internal

								(press releases should not be checked into DocMan or printed)

		AT		B3, B4		D5		Application techniques		5		100		Presale / External

		BR		A2 Primary, A1		NA		Brochures		5		100		Presale / External

		CA		C2 Primary, C1		NA		Catalogue		1		50		Presale / External

		CG		NA		NA		Catalogue Guide		1		50		Presale / External

		CL		NA		NA		Collection		5		50		Presale / External

		CO		A5, A6, A9		D5		Company Confidential Information		NA		NA		NA / Confidential

		CP		E-only		E-only, D5		Competitive Information		5		50		NA / Confidential

		DC		E-only		E-only		Discount Schedules		NA		NA		Presale / Internal

		DI		A1, A3		NA		Direct Mail		5		100		Presale / Internal

		DM		NA		NA		Product Demo		5		50		Presale / Internal

		DS		B3		D5		Dimensions Sheet		1		5		Post / External

		DU		B3		D5		Document Update		1		5		Post / External

		GR		B2		D6		Getting Results		1		5		Post / External

		IN		B3 Primary, B2		D5, D6		Installation instructions		1		5		Post / External

		LM		NA		NA		Launch Materials		5		50		Presale / Internal

		PC		B3		D5		Packaging Contents

		PL		E-only primary, B3		E-only		Price List		5		50		Presale / Internal

		PM		B2		D6		Programming Manual		1		5		Post / External

		PP		A3		D1		Profile (Single Product or Service). NOTE: Application Solutions are to be assigned the AP pub type.		5		100		Presale / External

		QR		B2 primary, B3, B5		D5, D6		Quick Reference		1		5		Post / External

		QS		B2 primary, B3, B5		D5, D6		Quick Start		1		5		Post / External

		RM		B2		D5, D6		Reference Manual		1		5		Post / External

		RN		B3		D5		Release Notes		1		5		Post / External

		SG		B1 Primary, B4		D5, D6		Selection Guide Colour		5		50		Presale / External

		SG		B2		D5, D6		Selection Guide B/W		5		50		Presale / External

		SP		A1, A2, A3, A4		NA		Sales Promotion NOTE: Service profiles are to be assigned the PP pub type.		5		100		Presale / Internal

		SR		B2, B3		D5, D6		Specification Rating Sheet		5		100		Presale / External

		TD		B2 Primary B3, B4, B5		D5, D6		Technical Data		5		50		Presale / External

		TG		B2, B3		D6		Troubleshooting Guide		1		5		Post / External

		UM		B2 Primary, B4		D6		User Manual B/W		1		5		Post / External

		WD		B3		D5		Wiring Diagrams / Dwgs		1		5		Post / Internal

		WP		B3 Primary, B5		D5		White Paper		5		50		Presale / External

		** Minimum order quantities on all JIT items are based on the publication length. **

		Publication length		Minimum Order Quantity

		77 or more pages		1 (no shrink wrap required)

		33 to 76 pages		25

		3 to 32 pages		50

		1 or 2 pages		100

		Pre-sale / Marketing		All paper in this category is White Brightness, 90% or better. Opacity 90% or better

		Category		Color Options		AP, EMEA Paper Requirements		Canada, LA, US Paper Requirements

		A1		4 color		170 gsm  2pp		100# gloss cover, 100# gloss text

		A2		4 color		170 gsm  , folded, 4pp		100# gloss cover, 80# gloss text

		A3		4 color		Cover 170 gsm  with           Body 120 gsm, > 4pp		80# gloss cover, 80# gloss text

		A4		2 color		170gsm Silk – 120gsm Silk		80# gloss cover, 80# gloss text

		A5		2 color		170gsm Silk – 120gsm Silk		80# gloss cover, 80# matt sheet text

		A6		1 color		170gsm Silk – 120gsm Silk		80# gloss cover, 80# matt sheet text

		A7		4 color cover
2 color text
Selection Guide		Category being deleted		10 Point Cover C2S
50# matte sheet text

		A8		4 color cover		Category being deleted		50# matte sheet text, self cover

				2 color text

				Selection Guide

		A9		2 color		100gsm bond		50# matte sheet text, self cover

				Selection Guide

				Gray shading indicates Obsolete Print Catagories

		Post Sale / Technical Communication

		Category		Color Options		AP, EMEA Paper Requirements		Canada, LA, US Paper Requirements

		B1		4 color cover		270gsm Gloss 100gsm bond		10 Point Cover C2S

				2 color text				50# matte sheet text

		B2		1 color		160gsm Colortech & 100gsm Bond		90# Cover
50# matte sheet text

		B3		1 color		100gsm bond		50# matte sheet text, self cover

		B4		2 color		160gsm Colortech & 100gsm Bond		90# Cover
50# matte sheet text

		B5		2 color		100gsm bond		50# matte sheet text, self cover

		Catalogs

		Category		Color Options		AP, EMEA Paper Requirements		Canada, LA, US Paper Requirements

		C1		4 color cover		270gsm Gloss 90gsm silk		10 Point Cover C2S

				4 color text				45# Coated Sheet

		C2		4 color cover		270gsm Gloss 80gsm silk		10 Point Cover C2S

				2 color text				32#-33# Coated Sheet

		JIT / POD		All paper in this category is White Brightness, 82% or better.  Opacity 88% or better

		Category		Color Options		AP, EMEA Paper Requirements		Canada, LA, US Paper Requirements

		D1		4 color		170gsm white silk		80# gloss cover, coated 2 sides

		D2		4 color		120gsm white silk		80# gloss text, coated 2 sides, self cover

		D3		4 color		Cover 170gsm  with           Body 120gsm		80# gloss cover, 80# gloss text coated 2 sides

		D4		1 color		160gsm tab		90# index

		D5		1 color		80gsm bond		20# bond, self cover

		D6		1 color		Cover 160gsm tab with Body 80gsm bond		90# index, 20# bond

		D7		2 color		160gsm tab		90# index

		D8		2 color		80gsm bond		20# bond, self cover

		D9		2 color		Cover 160gsm tab with Body 80gsm bond		90# index, 20# bond

		D10		Combination: 4 color cover, with 2 color body		Cover 160gsm with           Body 80gsm		90# index, 20# bond

				Gray shading indicates Obsolete Print Catagories

		Just In Time (JIT) or Off Set (OS)?

		Use these guidelines to determine if your publication should be JIT (just in time/print on demand) or if it would be more economical to print OS (offset/on a press). OS print jobs require an RFQ (Request For Quote) in US. If your job fits into the “Either” category, an RFQ is recommended, but not required. In the US, RA Strategic Sourcing will discourage or reject RFQs for jobs that fall within the JIT category. Guidelines differ for black & white and color printing, so be sure to check the correct tables.

		Black & White Printing

		Color Printing

		Color Printing





Print Spec Sheet

		JIT Printing Specifications				RA-QR005G-EN-P  -  3/29/2010

		Printing Specification		YOUR DATA HERE		Instructions																																				NO

		(required) Category:		D6		Select Print Category A,B,C or D from category list, on "Introduction_Catagory Types" tab																														11” x 17”				LOOSE -Loose Leaf		YES		Pre-sale / Marketing				TOP

		(required) Finished Trim Size Width:		8.5” x 11”																																8.5” x 11”				PERFECT - Perfect Bound				A1				LEFT

		(required) Publication Number :		ENET-UM001J-EN-P		Sample: 2030-SP001B-EN-P																														3” x 5”				SADDLE - Saddle Stitch				A2				RIGHT				CORNER

		Use Legacy Number				YES or NO																														18” x 24” Poster				PLASTCOIL - Plastic Coil (Coil Bound)				A4				BOTTOM				SIDE

		Legacy Number if applicable:				Sample Legacy Number: 0160-5.33																														24” x 36” Poster				STAPLED1 -1 position				A3

		Publication Title:		EtherNet/IP Network Configuration User Manual		Sample: ElectroGuard Selling Brief
80 character limit - must match DocMan Title																														36” x 24” Poster				STAPLED1B - bottom 1 position				A5

		(required) Business Group:		Marketing Commercial		As entered in DocMan																														4” x 6”				STAPLED2 - 2 positions				A6

		(required) Cost Center:		19021		As entered in DocMan - enter number only, no description. Example - 19021		CMKMKE CM Integrated Arch - 19021
CMKMKE Market Access Program - 19105																												4.75” x 7” (slightly smaller half-size)				THERMAL - Thermal bound (Tape bound)				A7

		Binding/Stitching:		PERFECT - Perfect Bound		Review key on right...		Saddle-Stitch Items 
All page quantities must be divisible by 4.
Note: Stitching is implied for Saddle-Stitch - no need to specify in Stitching Location.
80 pgs max. on 20# (text and cover)
76 pgs max. on 20# (text) and 24# (cover)
72 pgs max. on 24# (text and cover)

Perfect Bound Items
940 pgs max. w/cover (90# index unless indicated otherwise)
70 pgs. min. for spine without words
200 pgs min. for spine with words 

Plastcoil Bound Items
530 pgs max. of 20# (if adding cover deduct equivalent number of pages to equal cover thickness) (90# index unless indicated otherwise)

Tape Bound Items
250 pgs max. on 20# no cover
240 pgs max. w/cover (90# index unless indicated otherwise)																												4.75” x 7.75”				THERMALO - Thermal Bound (Tape bound - offline)				A8

		(required) Page Count of Publication:		148		Total page count including cover																														5.5” x 8.5” (half-size)								A9

		Paper Stock Color:				White is assumed.  For color options contact your vendor.																														6” x 4”								Post Sale / Technical Communication

		Number of Tabs Needed:				5 tab in stock at RR Donnelley																														7.385” x 9” (RSI Std)								B1

		Stitching Location:				Blank, Corner or Side																														8.25” x 10.875”								B2

		Drill Hole YES/NO				All drilled publications use the 5-hole standard, 5/16 inch-size hole and a minimum of ¼ inch from the inner page border.																														8.25” x 11” (RA product profile std)								B3						None

		Glue Location on Pad:				Glue location on pads																														8.375” x 10.875								B4						Half or V or Single Fold

		Number of Pages per Pad:				Average sheets of paper.. 25, 50 75,100 Max																														9” x 12” (Folder)								B5						C or Tri-Fold

		Ink Color				One color assumes BLACK / 4 color assume CMYK / Indicate PMS number here…																														A4 (8 ¼” x 11 ¾”) (210 x 297 mm)								Catalogs						DbleParll

		Used in Manufacturing:		NO																																A5 (5.83” x 8.26”) (148 x 210 mm)								C1						Sample

		Fold:				Review key on right...																																												Short (must specify dimensions between folds in Comments)

		Comments:																																										C2						Z or Accordian Fold

		Part Number:																																										JIT / POD						Microfold or French Fold - designate no. of folds in Comments - intended for single sheet only to be put in box for manufacturing

																																												D1						Double Gate

																																												D2

								Folds
Half, V, Single                 C or Tri





Dble Parll





Z or Accordian                        Microfold or French






Double Gate

 



Short Fold																																				D3

																																												D4

																																												D5

																																												D6

																																												D7

																																												D8

																																												D9
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